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Preparation of the informal trilogues

On 15 July 2015, the LIBE Committee of the European Parliament adopted its orientation vote on
the above draft Directive. The LIBE Committee also agreed to enter into negotiations with the
Council, which already adopted a general approach in April 2012. To facilitate discussions, the

Presidency submits in the Annex a five-column table with observations.

Abbreviations used:

GA = Council General Approach
CNS = Council

MS = Member States

EP = European Parliament
PRES = Presidency

Changes compared to the original Commission proposal are marked; in the Council general
approach by strike-threugh when text has been deleted, and underlining for new and added text; in
the draft EP text, new wording is in bold.

Following the EP lawyer-linguist revision of the text voted by the LIBE Committee on
15 July 2015, the third column of this document has been updated. This REV 2 has been prepared in

order to correct some clerical errors in the previous version.
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Proposal for a Directive of the European Parliament and of the Council on the use of Passenger Name Record data for the

prevention, detection, investigation and prosecution of terrorist offences and serious crime

Commission proposal Council GA Orientation vote LIBE Observations Compromise
(doc. 6007/11) (doc. 8916/12) (.../2015) Presidency proposal
Title
Proposal for a Directive of the | Proposal for a Directive of the Proposal for a Directive of the
European Parliament and of European Parliament and of the | European Parliament and of the
the Council on the use of Council on the Council on the
Passenger Name Record data | use of Passenger Name Record | use of Passenger Name Record
for the prevention, detection, data for the prevention, data for the prevention,
investigation and prosecution | detection, investigation and detection, investigation and
of terrorist offences and prosecution of terrorist offences | prosecution of terrorist offences
serious crime and serious crime and serious transnational crime
Recitals
(1) On 6 November 2007 the (1) On 6 November 2007 (1) On 6 November 2007 the
Commission adopted a the Commission adopted a Commission adopted a proposal
proposal for a Council proposal for a Council for a Council Framework
Framework Decision on the Framework Decision on the use | Decision on the use of
use of Passenger Name of Passenger Name Record Passenger Name Record (PNR)
Record (PNR) data for law (PNR) data for law enforcement | data for law enforcement
enforcement purposes® . purposes. However, upon entry | purposes. However, upon entry
However, upon entry into into force of the Treaty of into force of the Treaty of
force of the Treaty of Lisbon Lisbon on 1 December Lisbon on 1 December
on 1 December 2009, the 2009, the Commission’s 2009, the Commission’s
Commission’s proposal, proposal, which had not proposal, which had not
which had not been adopted been adopted by the been adopted by the
by the Council by that date, Council by that date, Council by that date,
became obsolete. became obsolete. became obsolete.
! COM(2007) 654.
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Commission proposal Council GA Orientation vote LIBE Observations Compromise
(doc. 6007/11) (doc. 8916/12) (.../2015) Presidency proposal
(2) The “Stockholm (2) The “Stockholm Programme | (2)  The ‘Stockholm
Programme — An open and — An open and secure Europe | Programme — An open and
secure Europe serving and serving and protecting the secure Europe serving and
protecting the citizens’? calls | citizens’® protecting the citizens’
on the Commission to present | calls on the Commission to calls on the Commission to
a proposal for the use of PNR | present a proposal for the present a proposal for the
data to prevent, detect, use of PNR data to prevent, use of PNR data to prevent,
investigate and prosecute detect, investigate and prosecute | detect, investigate and prosecute
terrorism and serious crime. terrorism and serious crime. terrorism and serious crime.
(3) In its Communication of (3) In its Communication of 21 | (3) In its Communication of 21
21 September 2010 “‘On the September 2010 “"On the global | September 2010 ‘On the global
global approach to transfers of | approach to transfers of approach to transfers of
Passenger Name Record Passenger Name Record (PNR) | Passenger Name Record (PNR)
(PNR) data to third data to third countries” the data to third
countries’® the Commission Commission outlined countries’ the
outlined certain core elements | certain core elements of a Commission outlined
of a Union policy in thisarea. | Union policy in this area. certain core elements of a Union
policy in this area.
(4) Council Directive (4) Council Directive (4) Council Directive
2004/82/EC of 29 April 2004 | 2004/82/EC of 29 April 2004/82/EC of 29 April 2004 on
on the obligation of air 2004 on the obligation of the obligation of air carriers to
carriers to communicate air carriers to communicate communicate passenger data
passenger data® regulates the | passenger data regulates regulates
transfer of advance passenger | the transfer of advance the transfer of advance
information by air carriers to passenger trformation-data by passenger information by
the competent national air carriers to the competent air carriers to the competent
2 Council document 17024/09, 2.12.2009.
3 17024/09 CO EUR-PREP 3 JAI 896 POLGEN 229.
4 COM(2010) 492.
> 0J L 261, 6.8.2004, p. 24.
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Commission proposal
(doc. 6007/11)

Council GA
(doc. 8916/12)

Orientation vote LIBE
(.../2015)

Observations
Presidency

Compromise
proposal

authorities for the purpose of
improving border controls and
combating irregular
immigration.

national authorities for the
purpose of improving

border controls and combating
trregular illegal immigration.

national authorities for the
purpose of improving

border controls and combating
irregular immigration.

(4a) The purpose of this
Directive is to ensure security,
to protect the life and safety of
the public, and to create a
legal framework for the
protection and exchange of
PNR data between Member
States and law enforcement
authorities.

(5) PNR data are necessary to
effectively prevent, detect,
investigate and prosecute
terrorist offences and serious
crime and thus enhance
internal security.

(5) PNR data are necessary

to effectively prevent,

detect, investigate and prosecute
terrorist offences and serious
crime and thus enhance internal
security- [...], inter alia by
comparing them with various
databases of persons and objects
sought, to construct evidence
and, where relevant, to find
associates of criminals and
unravel criminal networks.

(5) PNR data are necessary to
effectively prevent, detect,
investigate and prosecute
terrorist offences and serious
transnational crime and thus
enhance internal security.

Recital (5) of the GA has been
merged with recital (6) of the

COM proposal

(6) PNR data help law
enforcement authorities
prevent, detect, investigate and
prosecute serious crimes,
including acts of terrorism, by
comparing them with various
databases of persons and
objects sought, to construct

(6) PNR data can help law
enforcement authorities prevent,
detect, investigate and prosecute
serious transnational crime,
including acts of terrorism, by
comparing them with various
databases of persons and objects
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Commission proposal Council GA Orientation vote LIBE Observations Compromise
(doc. 6007/11) (doc. 8916/12) (.../2015) Presidency proposal
evidence and, where relevant, sought, to find the necessary
to find associates of criminals evidence and, where relevant, to
and unravel criminal networks. find associates of criminals and
unravel criminal networks.
i oists | ot araoron | () PRt rle
identify persons who were identify persons who were enforcement authorities to
reviousﬁ) "unknown", i.e reviousﬁ) "unknown", i.e identify persons who were
persons )rleviousl o pers.ons )r/eviousl uns:ué écted previously "unknown”, i.e.
P P STy . per P Sty SP persons previously unsuspected
unsuspected of involvement in | of involvement in terrorism or ; : .
i . . . i - of involvement in serious
serious crime and terrorism, serious crime ane-terrerism, but ional cri d
but whom an analysis of the whom an analysis of the data transnational crime an .
. X . terrorism, but whom an analysis

data suggests may be involved | suggests may be involved in
X ; . of the data suggests may be
in such crime and who should | such crime and who should . . .

. . involved in such crime and who
therefore be subject to further | therefore be subject to further .

S . should therefore be subject to
examination by the competent | examination by the competent furth ination by th
authorities.By using PNR data | authorities. By using PNR data urther examination by the

' o ' . competent authorities.
law enforcement authorities law-enforcementauthorities-can
can address the threat of it is possible to address the
serious crime and terrorism threat of serious crime and
from a different perspective terrorism from a different
than through the processing of | perspective than through the
other categories of personal processing of other categories
data. However, in order to of personal data. However, in
ensure that the processing of order to ensure that the
data of innocent and processing of data of innocent
unsuspected persons remains and unsuspected persons
as limited as possible, the remains as limited as possible,
aspects of the use of PNR data | the aspects of the use of PNR
relating to the creation and data relating to the creation and
application of assessment application of assessment
criteria should be further criteria
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Commission proposal Council GA Orientation vote LIBE Observations Compromise
(doc. 6007/11) (doc. 8916/12) (.../2015) Presidency proposal

limited to serious crimes that should be further limited to
are also transnational in serious-crimes-thatare-also
nature, i.e. are intrinsically transaationa-n-pature—te—are
linked to travelling and hence | intrinsicathy-tinked-to-travelling
the type of the data being and-hence-the type of the data
processed. being-processed. terrorist

offences and relevant forms of

serious crime. Furthermore, the

assessment criteria shall be

defined in a manner which

ensures that as few innocent

people as possible are identified

by the system.
(8) The processing of personal | (8) Air carriers already collect (8) The processing of personal
data must be proportionate to and process PNR data must be necessary and
the specific security goal data from their passengers for proportionate to the specific aim
pursued by this Directive. their own commercial purposes. | pursued by this Directive.

This Directive should not

impose any obligation on air

carriers to collect or retain any

additional data from passengers

or to impose any obligation on

passengers to provide any data

in addition to that already being

provided to air carriers.
(9) The use of PNR data (9) Some air carriers retain any | (9) The use of PNR data
together with Advance collected advance passenger together with Advance
Passenger Information data in | information (API) data as part Passenger Information data in
certain cases has added value of the PNR data, while others certain cases has added value in
in assisting Member States in | do not. The use of PNR data assisting Member States in
verifying the identity of an together with API data has verifying the identity of an
individual and thus reinforcing | added value in assisting individual and thus reinforcing
their law enforcement value. Member States in verifying the | their law enforcement value.
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Commission proposal Council GA Orientation vote LIBE Observations Compromise
(doc. 6007/11) (doc. 8916/12) (.../2015) Presidency proposal
identity of an individual and
thus reinforcing their law
enforcement value and
minimising the risk of carrying
out checks and investigations on
innocent people. It is therefore
important to ensure that, where
air carriers collect API data,
they should transfer it,
irrespective of whether the API
data is retained as part of the
PNR data or not.
(10) To prevent, detect, (10) In order to prevent, detect, | (10) To prevent, detect,
investigate and prosecute investigate and prosecute investigate and prosecute
terrorist offences and serious terrorist offences and serious terrorist offences and serious
crime, it is therefore essential crime, it is essential that all transnational crime, it is
that all Member States Member States introduce therefore essential that all
introduce provisions laying provisions laying down Member States introduce
down obligations on air obligations on air carriers provisions laying down
carriers operating international | operating extra EU-flights, and | obligations on air carriers and
flights to or from the territory | if the Member State wishes to non-carrier economic
of the Member States of the do so also on air carriers operators operating
European Union. operating intra EU-flights, to international flights to or from
transfer any collected PNR and | the territory of the Member
API data. These provisions States.
should be without prejudice to
Council Directive 2004/82/EC
of 29 April 2004 on the
obligation of carriers to
communicate passenger data.
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Commission proposal Council GA Orientation vote LIBE Observations Compromise
(doc. 6007/11) (doc. 8916/12) (.../2015) Presidency proposal
(11) Air carriers already (11) The processing of personal | (11) Air carriers and non-
collect and process PNR data | data must be proportionate to carrier economic operators
from their passengers for their | the specific security goals already collect and process PNR
own commercial purposes. pursued by this Directive. data from their passengers for
This Directive should not their own commercial purposes.
impose any obligation on air This Directive should not
carriers to collect or retain any impose any obligation on air
additional data from carriers or non-carrier
passengers or to impose any economic operators to collect
obligation on passengers to or retain any additional data
provide any data in addition to from passengers or to impose
that already being provided to any obligation on passengers to
air carriers. provide any data in addition to
that already being provided to
air carriers and non-carrier
economic operators.
(11a) Non-carrier economic
operators, such as travel
agencies and tour operators,
sell package tours making use
of charter flights for which
they collect and process PNR
data from their customers,
without necessarily
transferring the data to the
airline operating the
passenger flight.
(11b) Each Member State
should be responsible for the
costs of running and
maintaining its own PNR
system, including the costs of
appointing and running a
11105/2/15 REV 2 GS/ACA/sI 8
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Commission proposal
(doc. 6007/11)

Council GA
(doc. 8916/12)

Orientation vote LIBE
(.../2015)

Observations
Presidency

Compromise
proposal

competent authority and a
national supervisory
authority. The costs incurred
by transferring PNR data held
by passenger airlines in their
reservation systems to
national law enforcement
agencies and competent
authorities should be borne by
the airlines.

(12) The definition of terrorist
offences should be taken from
Articles 1 to 4 of Council
Framework Decision
2002/475/JHA on combating
terrorism®. The definition of
serous crime should be taken
from Article 2 of Council
Framework Decision
2002/584/JHA of 13 June
2002 on the European Arrest
Warrant and the surrender
procedure between Member
States’. However, Member
States may exclude those

(12) The definition of terrorist
offences applied in this
Directive should be takenfrom
Articles 1 to-4of the same as in
Council Framework Decision
2002/475/JHA on combating
terrorism —F and the definition
of serious crime applied in this
Directive should be takenfrom
the same as in Article 2 of
Council Framework Decision
2002/584/JHA of 13 June 2002
on the European Arrest Warrant
and the surrender procedure
between Member States.

(12) The definition of terrorist
offences should be taken from
Articles 1 to 4 of Council
Framework Decision
2002/475/JHA®. The definition
of serious transnational crime
should be taken from Article 2
of Council Framework Decision
2002/584/JHA® and should
encompass the crimes listed in
this Directive.

6 0J L 164, 22.6.2002, p. 3. Decision as amended by Council Framework Decision 2008/919/JHA of 28 November 2008 (OJ L 330, 9.1.2.2008,

p. 21).

! OJ L 190, 18.7.2002, p. 1.
8 Council Framework Decision of 13 June 2002 on combating terrorism (OJ L 164, 22.6.2002, p.3).

18.7.2002, p. 1).

Council Framework Decision of 13 June 2002 on the European arrest warrant and the surrender procedures between member States (OJ L 190,
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Commission proposal Council GA Orientation vote LIBE Observations Compromise
(doc. 6007/11) (doc. 8916/12) (.../2015) Presidency proposal
minor offences for which, However-Member-States-may
taking into account their exclude those-minor-offences
respective criminal justice forwhichtaking-into-account
system, the processing of PNR | theirrespective-criminaljustice
data pursuant to this directive | system;-theprocessing-ofPNR
would not be in line with the data-pursuantio-this-directive
principle of proportionality. would-net-be-in-Hne-with-the
The definition of serious principle-of propertionality-—The
transnational crime should be | definition-efserious
taken from Article 2 of transhational-crime-should-be
Council Framework Decision | taken-from-Article2-of Council
2002/584/JHA and the United | Framework-Decision
Nations Convention on 2002/5843HAand-the- United
Transnational Organised Nations-Convention-on
Crime. i i
The list of relevant serious
crime with relation to which
PNR data may be used for the
creation and application of
assessment criteria should be
based on Framework Decision
2002/584/JHA.
(13) PNR data should be (13) PNR data should be (13) PNR data should be
transferred to a single transferred-transmitted to a transferred to a single
designated unit (Passenger single designated unit designated unit (Passenger
Information Unit) in the (Passenger Information Unit) in | Information Unit) in the relevant
relevant Member State, so as the relevant Member State, so Member State, so as to ensure
to ensure clarity and reduce as to ensure clarity and reduce clarity and reduce costs to air
costs to air carriers. costs to air carriers. The carriers and non-carrier
Passenger Information Unit economic operators. Members
may have different locations in | States should exchange the
one Member State and Member | information through the use
States may also jointly set up of the Secure Information
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Commission proposal Council GA Orientation vote LIBE Observations Compromise
(doc. 6007/11) (doc. 8916/12) (.../2015) Presidency proposal
one Passenger Information Unit. | Exchange Network
Application (SIENA), in order
to ensure information sharing
and interoperability between
Member States.
(13a) It is desirable that co-
financing of the costs related to
the establishment of the national
Passenger Information Units
will be provided for under the
instrument for financial support
for police cooperation,
preventing and combating
crime, and crisis management
as part of the Internal Security
Fund.
(14) The contents of any lists (14) The contents of any (14) The contents of any lists of
of required PNR data to be lists of required PNR data to be | required PNR data to be
obtained by the Passenger obtained by the a Passenger obtained by the Passenger
Information Unit should be Information Unit should be Information Unit should be
drawn up with the objective of | drawn up with the objective of | drawn up with the objective of
reflecting the legitimate reflecting the legitimate reflecting the legitimate
requirements of public requirements of public requirements of public
authorities to prevent, detect, authorities to authorities to prevent, detect,
investigate and prosecute prevent, detect, investigate and | investigate and prosecute
terrorist offences or serious prosecute terrorist offences or terrorist offences or serious
crime, thereby improving serious crime, thereby transnational crime, thereby
internal security within the improving internal security improving internal security
Union as well as protecting the | within the Union as well as within the Union as well as
fundamental rights of citizens, | protecting the fundamental protecting the fundamental
notably privacy and the rights of eitizens persons, rights of citizens, notably
protection of personal data. notably privacy and the privacy and the protection of
11105/2/15 REV 2 GS/ACA/sI 11
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Commission proposal Council GA Orientation vote LIBE Observations Compromise
(doc. 6007/11) (doc. 8916/12) (.../2015) Presidency proposal
Such lists should not contain protection of personal data. personal data, by applying high
any personal data that could Such lists should not centain standards in accordance with
reveal racial or ethnic origin, the Charter of Fundamental
political opinions, religious or | reveal be based on a person's Rights of the European Union
philosophical beliefs, trade racial or ethnic origin, political | (the ‘Charter"), the
union membership or data opinions, religious or Convention for the Protection
concerning health or sexual philosophical beliefs, trade of Individuals with regard to
life of the individual union membership, erdata Automatic Processing of
concerned. The PNR data coneerning health or sexual life | Personal Data (*Convention
should contain details on the of the individual concerned. No 108"), and the European
passenger’s reservation and The PNR data should contain Convention for the Protection
travel itinerary which enable details on the passenger’s of Human Rights and
competent authorities to reservation and travel itinerary Fundamental Freedoms (the
identify air passengers which enable competent ‘ECHR?’). Such data sets
representing a threat to authorities to identify air should not contain any personal
internal security. passengers representing a threat | data that could reveal racial or
to internal security. ethnic origin, political opinions,
religious or philosophical
beliefs, trade union membership
or data concerning health or
sexual life of the individual
concerned. The PNR data
should contain only details of
the passenger's reservation and
travel itinerary as referred to in
this Directive.
(15) There are two possible (15) There are two possible (15) There are two possible
methods of data transfer methods of data transfer methods of data transfer
currently available: the ‘pull’ currently available: the currently available: the ‘pull’
method, under which the ‘pull” method, under which the method, under which the
competent authorities of the competent authorities of the competent authorities of the
Member State requiring the Member State requiring the data | Member State requiring the data
data can reach into (access) can reach into (access) the air can reach into (access) the air
11105/2/15 REV 2 GS/ACA/sI 12
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Commission proposal Council GA Orientation vote LIBE Observations Compromise
(doc. 6007/11) (doc. 8916/12) (.../2015) Presidency proposal
the air carrier’s reservation carrier’s reservation system and | carrier’s reservation system and
system and extract (‘pull’) a extract (‘pull’) a copy of the extract (‘pull’) a copy of the
copy of the required data, and | required data, and the required data, and the ‘push’
the “push’ method, under ‘push’ method, under which air | method, under which air carriers
which air carriers transfer carriers transfer (‘push’) the and non-carrier economic
(‘push’) the required PNR data | required PNR data to the operators transfer (‘push’) the
to the authority requesting authority requesting them, thus | required PNR data to the
them, thus allowing air allowing air carriers to retain authority requesting them, thus
carriers to retain control of control of what data allowing air carriers to retain
what data is provided. The is provided. The ‘push’ method | control of what data is provided.
‘push’ method is considered to | is considered to The “push’ method is
offer a higher degree of data offer a higher degree of data considered to offer a higher
protection and should be protection and should be degree of data protection and
mandatory for all air carriers. mandatory for all air should be mandatory for all air
carriers. carriers and non-carrier
economic operators.
(16) The Commission supports | (16) The Commission supports | (16) The Commission supports
the International Civil the International Civil Aviation | the International Civil Aviation
Aviation Organisation (ICAQO) | Organisation (ICAQ) guidelines | Organisation (ICAQ) guidelines
guidelines on PNR. These on PNR. These guidelines on PNR. These guidelines
guidelines should thus be the should thus be the basis for should thus be the basis for
basis for adopting the adopting the supported data adopting the supported data
supported data formats for formats for transfers of PNR formats for transfers of PNR
transfers of PNR data by air data by air carriers to Member data by air carriers and non-
carriers to Member States. States. This justifies that such carrier economic operators to
This justifies that such supported data formats, as well | Member States. In order to
supported data formats, as as the relevant protocols ensure such transfer of PNR
well as the relevant protocols applicable to the transfer of data | data, the power to adopt acts
applicable to the transfer of from air carriers should be in accordance with Article 290
data from air carriers should adopted in accordance with the | of the Treaty on the
be adopted in accordance with | advisery examination procedure | Functioning of the European
the advisory procedure foreseen provided for in Union (TFEU) should be
foreseen in Regulation (EU) Regulation (EU) No. 182/2011 | delegated to the Commission
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Commission proposal Council GA Orientation vote LIBE Observations Compromise
(doc. 6007/11) (doc. 8916/12) (.../2015) Presidency proposal
No..... of the European of the European Parliament and | in respect of adopting a list of
Parliament and the Council of the Council of 16 February such supported data formats as
[ ] 2011 laying down rules and well as of the accepted
general principles concerning common protocols applicable to
mechanisms for control by the transfer of data. It is of
Member States of the particular importance that the
Commission’s exercise of Commission carry out
implementing powers™. appropriate consultations
during its preparatory work,
including at expert level. The
Commission, when preparing
and drawing up delegated
acts, should ensure a
simultaneous, timely and
appropriate transmission of
relevant documents to the
European Parliament and to
the Council.
(17) The Member States (17) The Member States should | (17) The Member States should
should take all necessary take all necessary measures to take all necessary measures to
measures to enable air carriers | enable air carriers to fulfil their | enable air carriers and non-
to fulfil their obligations under | obligations under this Directive. | carrier economic operators to
this Directive. Dissuasive, Dissuasive, effective and fulfil their obligations under this
effective and proportionate proportionate penalties, Directive. Dissuasive, effective
penalties, including financial including and proportionate penalties,
ones, should be provided for financial ones, should be including financial ones, should
by Member States against provided for by Member States | be provided for by Member
those air carriers failing to against those air carriers failing | States against those air carriers
meet their obligations to meet their obligations and against non-carrier
regarding the transfer of PNR | regarding the transfer of PNR economic operators failing to
data. Where there are repeated | data. Where-there-are repeated meet their obligations regarding
1 QJL 55,28.02.2011, p. 13.
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Commission proposal Council GA Orientation vote LIBE Observations Compromise
(doc. 6007/11) (doc. 8916/12) (.../2015) Presidency proposal
serious infringements which sertous-nfringements-which the transfer of PNR data and
might undermine the basic mightunderminethe basic the protection of that data.
objectives of this Directive, objectives-of-this-Directive; Where there are repeated
these penalties may include, in | thesepenaltiesmay-thrcludein serious infringements which
exceptional cases, measures exceptional-cases-measures might undermine the basic
such as the immobilisation, sach-as-the-mmobtHsation- objectives of this Directive,
seizure and confiscation of the | seizure-and-confiscation-ofthe these penalties may include, in
means of transport, or the means-of transport-orthe exceptional cases, measures
temporary suspension or femporary-SUSpension-of such as the immobilisation,
withdrawal of the operating withdrawal-of-the-operating seizure and confiscation of the
licence. licence: means of transport, or the
temporary suspension or
withdrawal of the operating
licence.
(18) Each Member State (18) Each Member State should | (18) Each Member State should
should be responsible for be responsible for assessing the | be responsible for assessing the
assessing the potential threats | potential potential threats related to
related to terrorist offences threats related to terrorist terrorist offences and serious
and serious crime. offences and serious crime. transnational crime.
(19) Taking fully into (19) Taking fully into (19) Taking fully into
consideration the right to the consideration the right to consideration the right to the
protection of personal data and | the protection of personal data protection of personal data and
the right to non- and the right to non- the right to non-discrimination,
discrimination, no decision discrimination, no decision that | in accordance with Articles 8
that produces an adverse legal | produces an adverse legal effect | and 21 of the Charter, no
effect on a person or seriously | on a person or seriously affects | decision that produces an
affects him/her should be him/her should be taken only by | adverse legal effect on a person
taken only by reason of the reason of the automated or seriously affects him/her
automated processing of PNR | processing of PNR data. should be taken only by reason
data. Moreover, no such Moreover, in respect of Article | of the automated processing of
decision should be taken by 21 of the Charter of PNR data. Moreover, no such
reason of a person’s race or Fundamental Rights of the decision should be taken by
ethnic origin, religious or European Union no such reason of a person’s race or
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philosophical belief, political decision should be-taken-by ethnic origin, religious or
opinion, trade union reason-of discriminate on any philosophical belief, political
membership, health or sexual | grounds such as a person’s sex, | opinion, trade union
life. race-er, colour, ethnic or social membership, health or sexual
origin, religious genetic life.
features, language, religion or
philosophical belief, political or
any other opinion, trade-union
membership;-health-of a
national minority, property,
birth, disability, age or sexual
orientation.
(19a) The result of the
processing of PNR data
should in no circumstances be
used by Member States as a
ground to circumvent their
international obligations
under the Geneva Convention
Relating to the Status of
Refugees of 28 July 1951, as
supplemented by the New
York Protocol of 31 January
1967 and should not be used
to deny asylum seekers safe
and effective legal avenues to
the Union territory to exercise
their right to international
protection.
(19b) Taking fully into
consideration the
consequences of the judgment
of the Court of Justice in
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(.../2015)

Joined Cases C-293/12, Digital
Rights Ireland and C-594/12,
Seitlinger and others, the
application of this Directive
must ensure the full respect of
fundamental rights and the
right to privacy, the principle
of proportionality. It must
also genuinely meet the
objectives of what is necessary
and proportionate in order to
achieve the general interests
recognised by the Union and
the need to protect the rights
and freedoms of others in the
fight against terrorism and
serious transnational crime.
The application of this
Directive must be duly
justified and the necessary
safeguards must be in place in
order to ensure the lawfulness
of any storage, analysis,
transfer and use of PNR data.

(20) Member States should
share with other Member
States the PNR data that they
receive where such transfer is
necessary for the prevention,
detection, investigation or
prosecution of terrorist
offences or serious crime. The
provisions of this Directive

(20) Member States should
share with other Member States
the PNR data that

they receive where such-transfer
this is necessary for the
prevention, detection,
investigation or prosecution of
terrorist offences or serious
crime. The

(20) Member States should

share with other Member States
and at Union level, as through
Europol, the PNR data that they
receive where this is necessary
for the prevention, detection,
investigation or prosecution of
terrorist offences or serious
transnational crime or for the
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should be without prejudice to
other Union instruments on the
exchange of information
between police and judicial
authorities, including Council
Decision 2009/371/JHA of 6
April 2009 establishing the
European Police Office
(Europol)* and Council
Framework Decision
2006/960/JHA of 18
September 2006 on
simplifying the exchange of
information and intelligence
between law enforcement
authorities of the Member
States of the European
Union™. Such exchange of
PNR data between law
enforcement and judicial
authorities should be governed
by the rules on police and
judicial cooperation.

provisions of this Directive
should be without prejudice to
other Union instruments on the
exchange of information
between police and judicial
authorities, including Council
Decision 2009/371/JHA of 6
April 2009 establishing the
European Police Office
(Europol) and Council
Framework Decision
2006/960/JHA of 18 September
2006 on simplifying the
exchange of information and
intelligence between law
enforcement authorities of the
Member States of the European
Union®®, Such exchange of PNR
data between law enforcement
and judicial authorities should
be governed by the rules on
police and judicial cooperation.

prevention of an immediate
and serious threat to public
security. Passenger
Information Units should, in
any case, without delay,
transmit the result of the
processing of PNR data to the
Passenger Information Units
of other Member States for
further investigation. The
provisions of this Directive
should be without prejudice to
other Union instruments on the
exchange of information
between police and judicial
authorities, including Council
Decision 2009/371/JHA™ and
Council Framework Decision
2006/960/JHA™. Such
exchange of PNR data between
law enforcement and judicial
authorities should be governed
by the rules on police and
judicial cooperation and should
not undermine the high level

1 0J L 121, 15.5.2009, p. 37.

12 0J L 386, 29.12.20086, p. 89.
13 OJ L 386, 29.12.2006, p. 89.
14 Council Decision 2009/371/JHA of 6 April 2009 establishing the European Police Office (Europol) (OJ L 121, 15.5.2009, p. 37).
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enforcement authorities of the Member States of the European Union (OJ L 386, 29.12.2006, p. 89).

Council Framework Decision 2006/960/JHA of 18 September 2006 on simplifying the exchange of information and intelligence between law
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of privacy and protection of
personal data in accordance
with the Charter, Convention
No 108 and the ECHR.
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(20a) The exchange of
information through a secure
Union system for the exchange
of PNR data between Member
States and between Member
States and Europol should be
guaranteed. The development
and operational management
of that system could be the
responsibility of Europol. A
one-stop shop could be
created as part of that system
to register and transmit the
requests for information
exchanges. The European
Data Protection Supervisor
should be responsible for
monitoring the processing of
the personal data performed
through this Union system for
exchange of PNR data with
Europol.

(21) The period during which
PNR data are to be retained
should be proportionate to the
purposes of the prevention,
detection, investigation and
prosecution of terrorist
offences and serious crime.
Because of the nature of the
data and their uses, it is
necessary that the PNR data
are retained for a sufficiently

(21) The period during

which PNR data are to be
retained should be proportionate
to the

purposes of the prevention,
detection, investigation and
prosecution of terrorist offences
and serious crime. Because of
the nature of the data and their
uses, it is necessary that the
PNR data are retained for a

(21) The period during which
PNR data are to be retained
should be necessary for, and
proportionate to, the purposes of
the prevention, detection,
investigation and prosecution of
terrorist offences and serious
transnational crime. Because
of the nature of the data and
their uses, it is necessary that
the PNR data are retained for a
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long period for carrying out
analysis and for use in
investigations. In order to
avoid disproportionate use, it
is necessary that, after an
initial period, the data are
anonymised and only
accessible under very strict
and limited conditions.

sufficiently long period for
carrying out analysis and

for use in investigations. In
order to avoid disproportionate
use, it is necessary that, after an
initial period, the data are
anonymised depersonalised
through masking out and that
the full PNR data are only
accessible under very strict and
limited conditions.

sufficiently long period for
carrying out analysis and for use
in investigations. In order to
avoid disproportionate use, it is
necessary that, after an initial
period, the data are masked out
and only accessible under very
strict and limited conditions.

(21a) PNR data should be
processed to the greatest
extent possible, subject to
masking out, in order to
ensure the highest level of
data protection by making it
impossible for those with
access to that data to identify
the data subject and to draw
conclusions as to what persons
are related to that data. Re-
identifying masked out data
should be possible only under
conditions ensuring a high
level of data protection.

(22) Where specific PNR data
have been transferred to a
competent authority and are
used in the context of specific
criminal investigations or
prosecutions, the retention of
such data by the competent

(22) Where specific PNR data
have been transferred
transmitted to a competent
authority and are used in the
context of specific criminal
investigations or prosecutions,
the retention

(22) Where specific PNR

data have been transferred

to a competent authority

and are used in the context

of specific criminal
investigations or prosecutions,
the retention
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authority should be regulated
by the national law of the
Member State, irrespective of
the retention periods set by
this Directive.

of such data by the

competent authority should be
regulated by the national law of
the Member State, irrespective
of the retention periods set by
out in this Directive.

of such data by the

competent authority should be
regulated by the national law of
the Member State, irrespective
of the retention periods set by
this

Directive.

(23) The processing of PNR
data domestically in each
Member State by the
Passenger Information Unit
and by competent authorities
should be subject to a standard
of protection of personal data
under their national law which
is in line with Framework
Decision 2008/977/JHA of 27
November 2008 on the
protection of personal data
processed in the framework of
police and judicial cooperation
in criminal matters'®
(‘Framework Decision
2008/977/JHA).

(23) The processing of PNR
data domestically in each
Member State by the Passenger
Information Unit and by
competent

authorities should be subject to
a standard of protection

of personal data under their
national law which is in line
with Framework Decision
2008/977/JHA of 27 November
2008 on the protection of
personal data processed in the
framework of police and
judicial cooperation in criminal
matters {‘Framework-Decision
2008/977/1IJHA™Y

(23) The processing of PNR data
domestically in each Member
State by the Passenger
Information Unit and by
competent authorities should be
subject to a standard of
protection of personal data
under their national law which
is in line with Council
Framework Decision
2008/977/JHA", and Union
data protection law, including
the specific data protection
requirements laid down in this
Directive.

(24) Taking into consideration
the right to the protection of

personal data, the rights of the
data subjects to processing of

(24) Taking into consideration
the right to

the protection of personal data,
the rights of the data subjects te

(24) Taking into consideration
the right to the protection of

personal data, the rights of the
data subjects to processing of

16 0J L 350, 30.12.2008, p. 60.
Council Framework Decision 2008/977/JHA of 27 November 2008 on the protection of personal data processed in the framework of police and
judicial cooperation in criminal matters (OJ L 350, 30.12.2008).
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their PNR data, such as the concerning the processing of their PNR data, such as the right
right of access, the right of their PNR data, such as the right | of access, the right of
rectification, erasure and of access, the right of rectification, erasure and
blocking, as well as the rights | rectification, erasure and blocking, as well as the rights to
to compensation and judicial blocking, as well as the rights to | compensation and judicial
remedies, should be in line compensation and judicial remedies, should be in
with Framework Decision remedies, should be in line with | accordance with Framework
2008/977/JHA. Framework Decision Decision 2008/977/JHA, Union
2008/977/JHA. data protection law, and the
high level of protection
provided by the Charter and
the ECHR.
(25) Taking into account the (25) Taking into account the (25) Taking into account the
right of passengers to be right of passengers to be right of passengers to be
informed of the processing of | informed of the processing informed of the processing of
their personal data, Member of their personal data, Member their personal data, Member
States should ensure they are States should States should en su,re they are
provided with accurate ensure they are provided with orovided with accurate
information about the accurate information information that is easily
collection of PNR data and about the collection of PNR .
their transfer to the Passenger | data and their transfer to the accessible and easy to .
) . . . understand about the collection
Information Unit. Passenger Information Unit. of PNR data and their transfer to
the Passenger Information Unit,
as well as their rights as data
subjects.
(25a) This Directive allows the
principle of public access to
official documents to be taken
into account.
(26) Transfers of PNR data by | (26) Transfers of PNR data by
Member States to third Member States to third (I\Z/Ii)mgngeattz SO Ioptlpllilj ddata by
countries should be permitted | countries should be
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only on a case-by-case basis permitted only on a case- countries should be permitted
and in compliance with by-case basis and in compliance | pursuant to an international
Framework Decision with agreement or on a case-by-case
2008/977/JHA. To ensure the | Framework Decision basis and in full compliance
protection of personal data, 2008/977/JHA. To ensure with the provisions laid down
such transfers should be the protection of personal data, by Member States pursuant to
subject to additional such transfers should be Framework Decision
requirements relating to the subject to additional 2008/977/JHA. To ensure the
purpose of the transfer, the requirements relating to the protection of personal data, such
quality of the receiving purpose and the necessity of the | transfers should be subject to
authority and the safeguards transfer-the-guality-efthe additional requirements relating
applicable to the personal data | receiving-authority-and-the to the purpose of the transfer,
transferred to the third safeguards-applicable-to-the the quality of the receiving
country. personal-data-transferredtothe | authority and the safeguards
third country. applicable to the personal data
transferred to the third country,
as well as to the principles of
necessity and proportionality
relating to the transfers, and
to the high level of protection
provided by the Charter,
Convention No 108, and the
ECHR. If the national
supervisory authority finds
the transfer of PNR data to a
third country to be in breach
of any of the principles
referred to in this Directive, it
should have the right to
suspend the data flow to that
third country.
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(27) The national supervisory | (27) The national supervisory (27) The national supervisory
authority that has been authority that has been authority that has been
established in implementation | established in implementation established in implementation
of Framework Decision of Framework Decision of Framework Decision
2008/977/JHA should also be | 2008/977/JHA should also be 2008/977/JHA should also be
responsible for advising on responsible for advising on and | responsible for advising on and
and monitoring of the monitoring of the application monitoring of the application
application and and-mplementation of the and implementation of the
implementation of the provisions ef adopted by the provisions of this Directive.
provisions of this Directive. Member States pursuant to this
Directive.
(28) This Directive does not (28) This Directive does not (28} This Directi
affect the possibility for affect the possibility for Ffoct ibility f
Member States to provide, Member States to provide, MermberS id
under their domestic law, for a | under their domestic law, lor thei ol ’f
system of collection and for a system of collection £ collecti | '
handling of PNR data for and handling of PNR data i £ PNR data f
purposes other than those for purposes other than
specified in this Directive, or those specified in this Directive, p&r—peses—ether—than—these
from transportation providers | or from transportation providers FI ; . g
other than those specified in other than those specified in the her-than & fiodin
the Directive, regarding Directiveregarding-internat Directi R |
internal flights subject to Tlights-subjectto-compliance fligl I’ . 1
compliance with relevant data | with-relevant-dataprotection ith rel o ¥
protection provisions, provisions-provided-that such . ided |
provided that such domestic domesticlaw respectsthe Union S .
law respects the Union acquis. | acguis—Fhe-issue-ofthe 49 Restie la"." respectsthe-Union
The issue of the collection of collection-of PNR-data-on E EIEI: El'. 5 FEPEI:IERE | e
PNR data on internal flights internal-flights-should-be the . | flichts shoul I
should be the subject of subject-of-specificreflection-at subject of specific reflection-ata
sz:.lflc reflection at a future a-future date. fture date.
(28a) This Directive is without
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prejudice to the current Union
rules on the way border controls
are carried out or with the
Union rules regulating entry and
exit from the territory of the
Union.
(29) As a result of the legal (29) As a result of the legal and | (29) As a result of the legal and
and technical differences technical differences between technical differences between
between national provisions national provisions concerning national provisions concerning
concerning the processing of the processing the processing of personal data,
personal data, including PNR, | of personal data, including including PNR, air carriers and
air carriers are and will be PNR, air carriers are and non-carrier economic
faced with different will be faced with different operators are and will be faced
requirements regarding the requirements regarding the with different requirements
types of information to be types of information to be regarding the types of
transmitted, as well as the transmitted, as well as the information to be transmitted, as
conditions under which this conditions under which this well as the conditions under
information needs to be information needs to be which this information needs to
provided to competent provided to competent national | be provided to competent
national authorities. These authorities. These differences national authorities. These
differences may be prejudicial | may be prejudicial to effective differences may be prejudicial
to effective cooperation cooperation between the to effective cooperation
between the competent competent national authorities between the competent national
national authorities for the for the purposes of preventing, authorities for the purposes of
purposes of preventing, detecting, investigating and preventing, detecting,
detecting, investigating and prosecuting terrorist investigating and prosecuting
prosecuting terrorist offences | offences or serious crime. terrorist offences or serious
or serious crime. transnational crime.
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(30) Since the objectives of (30) Since the objectives of this | (30) Since the objectives of this
this Directive cannot be Directive cannot be sufficiently | Directive cannot be sufficiently
sufficiently achieved by the achieved by the Member States, | achieved by the Member States,
Member States, and can be and can be better achieved at and can be better achieved at
better achieved at Union level, | Union level, the Union may Union level, the Union may
the Union may adopt adopt measures, in accordance adopt measures, in accordance
measures, in accordance with | with the principle of with the principle of subsidiarity
the principle of subsidiarity as | subsidiarity as set out in Article | as set out in Article 5 of the
set out in Article 5 of the 5 of the Treaty on European Treaty on European Union. In
Treaty on European Union. In | Union. In accordance with the accordance with the
accordance with the principle | principle of proportionality, as | principle of proportionality, as
of proportionality, as set out in | set out in that Article, set out in that Article,
that Article, this Directive this Directive does not go this Directive does not go
does not go beyond what is beyond what is necessary in beyond what is necessary in
necessary in order to achieve order to achieve that objective. | order to achieve that objective.
that objective.
(31) This Directive respects (31) This Directive respects the | (31) This Directive respects
the fundamental rights and the | fundamental rights and the the fundamental rights and the
principles of the Charter of principles of the Charter of principles of the Charter of
Fundamental Rights of the Fundamental Rights of Fundamental Rights of
European Union, in particular | the European Union, in the European Union, in
the right to the protection of particular the right to the particular the right to the
personal data, the right to protection of personal data, the | protection of personal data, the
privacy and the right to non- right to privacy and the rightto | right to privacy and the right to
discrimination as protected by | non-discrimination non-discrimination
Articles 8, 7 and 21 of the as protected by Articles 8, 7 and | as protected by Articles 8, 7 and
Charter and has to be 21 thereof the-Charter and has 21 of the Charter and has to be
implemented accordingly. The | to be implemented accordingly. | implemented accordingly. The
Directive is compatible with The Directive Directive
data protection principles and | is compatible with data is compatible with data
its provisions are in line with protection principles and its protection principles and its
the Framework Decision provisions are in line with provisions are in line with
2008/977/JHA. Furthermore, the Framework Decision the Framework Decision
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and in order to comply with 2008/977/JHA. 2008/977/JHA.
the proportionality principle, Furthermore, and in order to Furthermore, and in order to
the Directive, on specific comply with the proportionality | comply with the proportionality
issues, will have stricter rules principle, the Directive, on principle, the Directive, on
on data protection than the specific issues, will have stricter | specific issues, will have stricter
Framework Decision rules on data protection than the | rules on data protection than the
2008/977/JHA. Framework Decision Framework Decision
2008/977/JHA. 2008/977/JHA.
(32) In particular, the scope of | (32) In particular, the scope of (32) In particular, the scope of
the Directive is as limited as the this Directive is as limited this Directive is as limited as
possible, it allows retention of | as possible, as it allows possible, and allows retention
PNR data for period of time retention of PNR data in the of PNR data for a period of time
not exceeding 5 years, after Passenger Information Units for | not exceeding five years, after
which the data must be period of time not exceeding 5 which the data should be
deleted, the data must be years, after which the data must | deleted, the data should be
anonymised after a very short | should be deleted, as the data masked out after 30 days, the
period, the collection and use | must should be anenymised collection and use of sensitive
of sensitive data is prohibited. | depersonalised through masking | data should be prohibited. In
In order to ensure efficiency out after a~very-shert an initial order to ensure efficiency and a
and a high level of data period, and as the collection and | high level of data protection, it
protection, Member States are | use of sensitive data is should be ensured that an
required to ensure that an prohibited. In order to ensure independent national
independent national efficiency and a high level of supervisory authority and, in
supervisory authority is data protection, Member States | particular, its data protection
responsible for advising and are required to ensure that an officer is responsible for
monitoring how PNR data are | independent national advising and monitoring how
processed. All processing of supervisory authority is PNR data are processed. All
PNR data must be logged or responsible for advising and processing of PNR data should
documented for the purpose of | monitoring hew the way PNR be logged or documented for the
verification of the lawfulness data are processed. All purpose of verification of the
of the data processing, self- processing of PNR data must lawfulness of the data
monitoring and ensuring should be logged or processing, self-monitoring and
proper data integrity and documented for the purpose of ensuring proper data integrity
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security of the data processing. | verification of thedawfulressof | and security of the data
Member States must also the-data-processing its legality, processing. Member States
ensure that passengers are self-monitoring and ensuring should also ensure that
clearly and precisely informed | proper data integrity and passengers are clearly and
about the collection of PNR security of the data processing. | precisely informed about the
data and their rights. Member States must should also | collection of PNR data and their
ensure that passengers are rights.
clearly and precisely informed
about the collection of PNR
data and their rights.
(33) [In accordance with (33) fin accordance with Article | (33) [In accordance with Article
Article 3 of the Protocol (No 3 of the Protocol 3 of the Protocol
21) on the position of United (No 21) on the position of (No 21) on the position of
Kingdom and Ireland in United Kingdom and United Kingdom and
respect of the Area of Ireland in respect of the Ireland in respect of the
Freedom, Security and Justice, | Area of Freedom, Security and | Area of Freedom, Security and
annexed to the Treaty on Justice, annexed to the Justice, annexed to the Treaty
European Union and the Treaty on European Unionand | on European Union and the
Treaty on the Functioning of the Treaty on the Functioning of | Treaty on the Functioning of the
the European Union, those the European Union, those Member
Member States have notified European Union, those Member | States have
their wish to participate in the | States have notified their wish to participate
adoption and application of notified their wish to participate | in the adoption and application
this Directive] OR [Without in the adoption and application | of this Directive] OR [Without
prejudice to Article 4 of the of this Directive} ORPAfithout prejudice to Article 4 of the
Protocol (No 21) on the prejudiceto-Article 4-of-the Protocol (No 21) on the position
position of the United Protoco{(Ne21)en-thepesition | of the United Kingdom and
Kingdom and Ireland in of-the- United Kingdom-and Ireland in respect of the Area of
respect of the Area of Heland-inrespectofthe Areaof | Freedom, Security and Justice,
Freedom, Security and Justice, | Freedom;Security-and-Justice; | annexed to the
annexed to the Treaty on anhexed-to-the Treaty on European Union and
European Union and the Freaty-on-European-Unionand | the Treaty on the Functioning of
Treaty on the Functioning of the Freaty-on-the-Functioningof | the
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the European Union, those the European Union, those Member
Member States will not European-Union-those-Member | States will not participate in the
participate in the adoption of States-will-not-participate-inthe | adoption
this Directive and will not be adoptien of this Directive and will
bound by or be subject to its of this-Directive-and-will not be bound by or be
application]. nrothe-botnd-by-or-be subject to its application].
(34) In accordance with (34) In accordance with Articles | (34) In accordance with Articles
Articles 1 and 2 of the 1 and 2 of the Protocol (No 22) | 1 and 2 of the Protocol (No 22)
Protocol (No 22) on the on the position of Denmark on the position of Denmark
position of Denmark annexed | annexed to the Treaty on annexed to the Treaty on
to the Treaty on European European Union and the Treaty | European Union and the Treaty
Union and the Treaty on the on the Functioning on the Functioning of the
Functioning of the European of the European Union, European Union, Denmark is
Union, Denmark is not taking | Denmark is not taking part not taking part in the adoption
part in the adoption of this in the adoption of this Directive | of this
Directive and is not bound by | and is not bound Directive and is not bound
it or subject to its application, | by it or subject to its by it or subject to its
application, application.
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Article 1

Subject-matter and scope

Subject-matter and scope

Subject-matter and scope

1. This Directive provides for
the transfer by air carriers of
Passenger Name Record data
of passengers of international
flights to and from the
Member States, as well as the
processing of that data,
including its collection, use
and retention by the Member
States and its exchange
between them.

1. This Directive provides

for the transfer by air

carriers of Passenger Name
Record PNR) data of passengers
of international extra-EU flights
to and from the Member States,
as well as the processing of that
data—including-is-coHection;
use-and-retention-by-the
Member-StatesandHisexchange
between-them.

1. This Directive provides for
the transfer by air carriers and
non-carrier economic
operators of Passenger Name
Record data of passengers of
international flights to and from
the Member States, as well as
the processing of that data,
including its collection, use and
retention by the Member States
and its exchange between the
Member States and between
the Member States and
Europol.

2. The PNR data collected in
accordance with this Directive
may be processed only for the
following purposes:

(a) The prevention,

2. The PNR data collected in
accordance with this Directive
may be processed only for the

follewing-purposes:
{a—Fhe prevention, detection,

2. The PNR data collected in
accordance with this Directive
may be processed only for the
purposes of the prevention,
detection, investigation and
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detection, investigation and investigation and prosecution of | prosecution of terrorist
prosecution of terrorist terrorist offences and serious offences and of certain types of
offences and serious crime crime according-to as provided | serious transnational crime in
according to Article 4(2)(b) for Article 4(2)(a), (b) and (c); accordance with Article 4(2)
and (c); and and or the prevention of an
immediate and serious threat
(b)  The prevention, {b)—Theprevention,-detection; | to public security.
detection, investigation and investigation-and-prosecution-of
prosecution of terrorist terrorist-offences-and-serious
offences and serious transnational-crime-according-to
transnational crime according | Axticle-4(2)}a)and-(c).
to Article 4(2)(a) and (d).
Article 1a
Application of the directive to
intra-EU flights
1. If a Member State wishes to
apply this Directive to intra-EU
flights, it shall give notice in
writing to the Commission to
that end. The Commission shall
publish such a notice in the
Official Journal of the European
Union. A Member State may
give or revoke such notice at
any time after the entry into
force of this Directive.
2. Where such a notice is given,
all the provisions of this
Directive shall apply in relation
to intra-EU flights as if they
were extra-EU flights and to
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PNR data from intra-EU flights

as if it were PNR data from
extra-EU flights.

3. A Member State may decide
to apply this Directive only to
selected intra-EU flights. In
making such a decision the
Member State shall select the
flights it considers necessary in
order to further the purposes of
this Directive. The Member
State may decide to change the
selected intra-EU flights at any
time.
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Avrticle 2
Definitions Definitions Definitions
For the purposes of this For the purposes of this .
Directive the following Directive the following qu th? purposes of 'Fhls
definitions shall apply: definitions shall apply: Directive the following
PRIy PRIy definitions apply::
(@) ‘air carrier’ meansanair | (a) ‘air carrier’ means anair | (a) ‘air carrier’ means an air
transport undertaking with a transport undertaking with a transport undertaking with a
valid operating licence or valid operating valid operating licence or
equivalent permitting it to licence or equivalent permitting equivalent permitting it to
carry out carriage by air of it to carry out carriage by air of carry out carriage by air of
passengers; passengers; passengers;
(aa) 'non-carrier economic
operator' means an economic
operator, such as travel
agencies and tour operators,
which provides travel-related
services, including the booking
of flights for which they collect
and process PNR data of
passengers;
(b)  “international flight’ (b)  “international-extra-EU (b) “international flight’ means
means any scheduled or non- | flight” means any scheduled or | any scheduled or non-scheduled
scheduled flight by an air non-scheduled flight by an air flight by an air carrier planned
carrier planned to land on the | carrier flying from a third to land on the territory of a
territory of a Member State country planned to land on the Member State originating in a
originating in a third country territory of a Member State third country or to depart from
or to depart from the territory | eriginating-in-a-third-country-or | the territory of a Member State
of a Member State with a final | te-depart or from the territory of | with a final destination in a third
destination in a third country, | a Member State with-a-final country, including in both cases
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including in both cases any destination planned to land ina | any transfer or transit flights;
transfer or transit flights; third country, including in both
cases flights with any transfer
stop-overs at the territory of
Member States or transit-fhights
third countries;
(ba) ‘intra-EU flight’ means
any scheduled or non-scheduled
flight by an air carrier flying
from the territory of a Member
State planned to land on the
territory of one or more of the
other Member States, without
any stop-overs at the
territory/airports of a third
country;
(c) ‘“Passenger Name (c) ‘“Passenger Name (c) “‘Passenger Name Record’ or
Record’ or 'PNR data' means a | Record’ or 'PNR data' 'PNR data' means a record of
record of each passenger’s means a record of each each passenger’s travel
travel requirements which passenger’s travel requirements | requirements which contains
contains information which information necessary to enable
necessary to enable contains information reservations to be processed and
reservations to be processed necessary to enable controlled by the booking and
and controlled by the booking | reservations to be processed participating air carriers for each
and participating air carriers and controlled by the booking journey booked by or on behalf
for each journey booked by or | and participating of any person, whether it is
on behalf of any person, air carriers for each journey contained in reservation
whether it is contained in booked by or on behalf of any systems, Departure Control
reservation systems, Departure | person, whether it is contained | Systems (DCS) or equivalent
Control Systems (DCS) or in reservation systems, systems providing the same
equivalent systems providing Departure Control Systems functionalities;
the same functionalities; (DCS) , the system used to
check passengers onto flights)
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or equivalent systems providing
the same functionalities;
(d) “‘passenger’ means any | (d) ‘passenger’ means (d) ‘passenger’ means any
person, except members of the | any person, except person, except members of the
crew, carried or to be carried members of the crew, crew, carried or to be carried in
in an aircraft with the consent | carried or to be carried in an an aircraft with the consent of
of the carrier; aircraft with the consent of the the carrier;
air carrier, which is manifested
by the persons’ registration in
the passengers list and which
includes transfer or transit
passenger;
Sﬁ?&ans '[ﬁzear;/raéfr?isxsst?rrlrtlzrnal Sﬁzeans :ﬁze;;/ra(tzg)r?izxsst?rrl?;nal (&) ‘reservation systems” means
. ) ) . . . | the air carrier’s or non-carrier
inventory system, in which aventery reservation system, in : re |
PNR data are collected for the | which PNR data are collected econoric operato_r 3 m_terna
handling of reservations; for the handling of reservations; inventory system, in which PNR
’ ’ | data are collected for the
handling of reservations;
() ‘push method’ means ()  ‘push method” means (f) *push method’ means the
the method whereby air the method whereby air method whereby air carriers or
carriers transfer the required carriers transfer the-reguired non-carrier economic
PNR data into the database of | PNR data into the database of operators transfer the required
the authority requesting them; | the authority requesting them; PNR data listed in the Annex
into the database of the authority
requesting them;
(g) ‘terrorist offences’ (g) ‘terrorist offences’ (9) “terrorist offences’ means the
means the offences under means the offences under offences under national law
national law referred to in national law referred to in referred to in Articles 1 to 4 of
Avrticles 1 to 4 of Council Acrticles 1 to 4 of Council Framework Decision
Framework Decision Framework Decision 2002/475/JHA;
2002/475/JHA; 2002/475/JHA;
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(h)  ‘serious crime’ means (h)  “serious crime’ means {h)—seriouscrimemeans
the offences under national the offences under national the-offences-undernational
law referred to in Article 2(2) | law referred to in Article 2(2) favreterredto-Article 205
of Council Framework of Council Framework of Council-Framewerk
Decision 2002/584/JHA if Decision 2002/584/JHA if Decision-2002/584/3HAif
they are punishable by a they are punishable by a they-are-punishable-by-a
custodial sentence or a custodial sentence or a custodial-sentence-ora
detention order for a detention order for a detention-orderfora-maximum
maximum period of at least maximum period of at least period-ofatleast-three-years
three years under the national | three years under the national uhderthe-nationaHaw-of a
law of a Member State, law of a Member State, Member-State,-however;
however, Member States may | heweverMemberStates-may Mermber-Statesmay-exclude
exclude those minor offences exclude-those-minor-offences those-minor-offencesforwhich:
for which, taking into account | ferwhichtaking-into-account taking-into-accounttheir
their respective criminal their respective criminal respective-criminajustice
justice system, the processing | justice-system-theprocessing system;-the-processing-of PNR
of PNR data pursuant to this of PNR data-pursuant-to-this date-pursuantiothisdirective
directive would not be in line | directive-weuld-not-be-in-line would not be in line with the
with the principle of with-the principle-of principle-of propertionality;
proportionality; proportionakity;
(i)  ‘serious transnational (i)  ‘serious [..] crime’ means | (i) 'serious transnational crime’
crime’ means the offences the offences under national law | means the following offences,
under national law referred to | referred where they are punishable by a
in Article 2(2) of Council to in Article 2(2) of Council custodial sentence or a detention
Framework Decision Framework Decision order for a maximum period of
2002/584/JHA if they are 2002/584/JHA if they are at least three years under the
punishable by a custodial punishable by a custodial national law of a Member State,
sentence or a detention order sentence or a detention as referred to in Article 2(2) of
for a maximum period of at order for a maximum period of | Council Framework Decision
least three years under the at least three years under the 2002/584/JHA,;
gzs;gng:ulja\i/]\c/ .of a Member ml law of a Member State; | parti-cipgtion in a criminal
’ ' ' organisation,
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(i)  They are committed in {—TFhey-arecommitted-in - trafficking in human beings,
more than one state; more-than-one-state; facilitation of unauthorised
entry and residence, illicit
(i)  They are committed in {{—They-are-committed-in trade in human organs and
one state but a substantial part | ene-state-buta-substantial-part tissue,
of their preparation, planning, | eftheirpreparation,planning;
direction or control takes direction-orcontroHtakesplace | - sexual exploitation of
place in another state; in-another state; children and child
pornography, rape, female
(iii) They are committed in {H—They-are-committed-in genital mutilation,
one state but involve an one-state-but-invelve-an
organised criminal group that | erganised-criminal-group-that - illicit trafficking in narcotic
engages in criminal activities | engages-in-eriminalactivitiesin | drugs and psychotropic
in more than one state; or more-than-one-state-of substances,
(iv) They are committed in {v)—They-are-committed-in - illicit trafficking in weapons,
one state but have substantial one-state-but-have-substantial munitions and explosives,
effects in another state. effectsth-anetherstate:
- serious fraud, fraud against
the financial interests of the
EU, laundering of the
proceeds of crime, money
laundering and counterfeiting
currency,
- murder, grievous bodily
injured, kidnapping, illegal
restraint and hostage-taking,
armed robbery,
- serious computer-related
crime and cybercrime,
11105/2/15 REV 2 GS/ACA/sI 38
DGD 1C LIMITE EN




Commission proposal
(doc. 6007/11)

Council GA
(doc. 8916/12)

Orientation vote LIBE
(.../2015)

Observations
Presidency

Compromise
proposal

- environmental crime,
including illicit trafficking in
endangered animal species
and in endangered plant
species and varieties,

- forgery of administrative
documents and trafficking
therein, illicit trafficking in
cultural goods, including
antiques and works of art,
counterfeiting and piracy of
products,

- unlawful seizure of
aircraft/ships,

- espionage and treason,

- illicit trade and trafficking in
nuclear or radioactive
materials and their precursor
and in this regard non-
proliferation related crimes,

- crimes within the
jurisdiction of the
International Criminal Court.

(i) 'depersonalising through

masking out of data' means

rendering certain data elements

of such data invisible to a user
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without deleting these data
elements.
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CHAPTER 11
RESPONSIBILITES OF THE MEMBER STATES
Article 3
Passenger Information Unit Passenger Information Unit Passenger Information Unit
1.  Each Member State 1. Each Member State shall 1 Each Member State shall set
shall set up or designate an set up or designate an authority ' desianat thorit
authority competent for the competent for the prevention up or cesignate an authority
: . o L ’ competent for the prevention,
prevention, detection, detection, investigation or detection. investiaation or
investigation or prosecution of | prosecution of terrorist offences rosecutié)n of tergrorist offences
terrorist offences and serious | and serious crime or a branch of | P . -
. branch of such h thority to act as it and of serious transnational
crime or a branch of such an §uc an authority to act as its crime and for the prevention
authority to act as its Passenger Information . . .
. . . o - of immediate and serious
Passenger Information Unit Unit’ (P1U) responsible for . .
; . - threats to public security, or a
responsible for collecting collecting PNR data from branch of such an authority. to
PNR data from the air carriers, | the air carriers, storing them, oo Y, 1€
. . . . act as its ‘Passenger Information
storing them, analysing them | analysing processing them and Unit’. The Passender
and transmitting the result of | transmitting the PNR data or the Infor.mation Unitg']shall be
the analysis to the competent | result of responsible for collecting PNR
authorities referred to in the analysis processing thereof P . . g
. data from air carriers and non-
Acrticle 5. Its staff members to the . :
. carrier economic operators,
may be seconded from competent authorities referred to . .
competent public authorities in Article 5. The PIU is also storing, processing and
P P ' res onsible.for the exchange of analysing those data and
b 8 transmitting the result of the
PNR data or the result of the .
rocessing thereof with PIUs of analysis to the competent
gther Mer?wber States in authorities referred to in Article
accordance with Article 7. Its 5. The Passenger Information
staff members may be secbnded Unit shall also responsible for
y the exchange of PNR data and
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from competent public of the result of the processing
authorities. It shall be provided | thereof with the Passenger
with adequate resources in order | Information Units of other
to fulfil its task. Member States and with
Europol in accordance with
Articles 7 and 7a, and for
conducting the assessments
referred to in Article 4. Its
staff members may be seconded
from competent public
authorities. Member States
shall provide the Passenger
Information Unit with
adequate resources in order to
fulfil its tasks.
2. Two or more Member 2. Two or more Member 2. Two or more Member States
States may establish or States may establish or may establish or designate a
designate a single authority to | designate a single authority to single authority to serve as their
serve as their Passenger serve as their Passenger Passenger Information Unit.
Information Unit. Such Information Unit. Such Such Passenger Information
Passenger Information Unit Passenger Information Unit Unit shall be established in one
shall be established in one of shall be established in one of the participating Member
the participating Member of the participating Member States and shall be considered
States and shall be considered | States and shall be considered the national Passenger
the national Passenger the national Passenger Information Unit of all such
Information Unit of all such Information Unit of all such participating Member States.
participating Member States. participating Member States. The participating Member
The participating Member The participating Member States shall agree jointly on the
States shall agree on the States shall agree on the detailed rules for the operation
detailed rules for the operation | detailed rules for the operation | of the Passenger Information
of the Passenger Information of the Passenger Information Unit and shall respect the
Unit and shall respect the Unit and shall respect the requirements laid down in this
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requirements laid down in this | requirements laid down in this Directive.
Directive. Directive.
3. Each Member State 3. Each Member State shall | 3. Each Member State shall
shall notify the Commission notify the Commission thereof notify the Commission thereof
thereof within one month of within one month of the within one month of the
the establishment of the establishment of the Passenger | establishment of the Passenger
Passenger Information Unit Information Unit and thereof. It | Information Unit and shall at
and may at any time update its | may at any time update modify | any time update its declaration.
declaration. The Commission | its deelaration notification. The | The Commission shall publish
shall publish this information, | Commission shall publish this this information, including any
including any updates, in the information, including any updates, in the Official Journal
Official Journal of the updates modifications of it, in of the European Union.
European Union. the Official Journal of the
European Union.
Article 3a
Data Protection Officer in the
Passenger Information Unit:
1. All staff members of the
Passenger Information Unit
who have access to PNR data
shall receive specifically
tailored training on
processing of PNR data in full
compliance with data
protection principles and
fundamental rights.
2. The Passenger Information
Unit shall appoint a data
protection officer responsible
for monitoring the processing
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of PNR data and
implementing the related
safeguards.

3. Member States shall ensure
that the data protection
officer is designated on the
basis of professional qualities
and, in particular, expert
knowledge of data protection
law and practices and ability
to fulfil the tasks referred to
in this Directive. Member
States shall provide that any
other professional duties of
the data protection officer are
compatible with that person’s
tasks and duties as data
protection officer and do not
result in a conflict of interest.
The data protection officer
shall:

(a) raise awareness and advise
staff members of the
Passenger Information Unit
regarding their obligations
concerning the protection of
personal data, including the
training of staff members and
the assignment of
responsibilities;
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(b) monitor the
implementation and
application of data protection
requirements laid down in
this Directive, in particular
through conducting random
sampling of data processing
operations;

(c) ensure that all
documentation is maintained
and records kept in
accordance with this
Directive, and monitor
documentation, notification
and communication of
personal data breaches and
report wrongful conduct as
regards the data protection
requirements laid down in
this Directive to the
appropriate authorities;

(d) monitor responses to
requests from the national
supervisory authority and
cooperate with the national
supervisory authority,
especially on matters relating
to data transfers to other
Member States or to third
countries, and act as contact
point for the national
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supervisory authority on
issues related to the
processing of PNR data,
where appropriate,
contacting the national
supervisory authority on his
or her own initiative.

Member States shall provide
data protection officers with
the means to perform their
duties and tasks in
accordance with this Article
effectively and independently.

4. Member States shall ensure
that the data subject has the
right to contact the data
protection officer, as a single
point of contact, on all issues
relating to the processing of
the data subject’s PNR data.
Member States shall ensure
that the name and contact
details of the data protection
officer are communicated to
the national supervisory
authority and to the public.

Article 4

Processing of PNR data

Processing of PNR data

Processing of PNR data

1. The PNR data
transferred by the air carriers,

1. The PNR data transferred
by the air

1. The PNR data transferred by
the air carriers and the non-
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pursuant to Article 6, in carriers;pursuantto-Article-6; carrier economic operators,
relation to international flights | inrelation-to-international pursuant to Article 6, in relation
which land on or depart from thghts-which-land-on-ordepart | to international flights which
the territory of each Member from-the-territory-ofeach land on or depart from the
State shall be collected by the | MemberState shall be collected | territory of a Member State
Passenger Information Unit of | by the Passenger Information shall be collected by the
the relevant Member State. Unit of the relevant Member Passenger Information Unit of
Should the PNR data State, as provided for Article 6. | that Member State. Should the
transferred by air carriers Should the PNR data transferred | PNR data transferred by air
include data beyond those by air carriers include data carriers and non-carrier
listed in the Annex, the beyond those listed in the economic operators include
Passenger Information Unit Annex, the Passenger data beyond those listed in the
shall delete such data Information Unit shall delete Annex, the Passenger
immediately upon receipt. such data immediately upon Information Unit shall delete
receipt. such data immediately and
permanently upon receipt.
2. The Passenger 2. The Passenger 2. The Passenger
Information Unit shall process | Information Unit shall process Information Unit shall process
PNR data only for the PNR data only for the following | PNR data only for
following purposes: purposes: the following purposes:
(@) carrying out an (&) carrying out an (a) carrying out an assessment
assessment of the passengers assessment of the of the passengers prior to their
prior to their scheduled arrival | passengers prior to their scheduled arrival to, or
or departure from the Member | scheduled arrival to or departure | departure from, the Member
State in order to identify any from the Member State in order | State in order to identify any
persons who may be involved | to identify persons who may be involved in
in a terrorist offence or serious | ary persons who may-be a terrorist offence or serious
transnational crime and who invelved-in-a-terrorist transnational crime and who
require further examination by | effence-or-serious-transpational | require further examination by
the competent authorities crime-and the competent authorities
referred to in Article 5. In whe require further examination | referred to in Article 5 and,
carrying out such an by the competent authorities where relevant, by Europol, in
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assessment, the Passenger referred to in Article 54n accordance with Article 7a. In
Information Unit may process | earrying-outsuch-an carrying out such an assessment,
PNR data against pre- assessment-the-Passenger the Passenger Information Unit
determined criteria. Member rformation-Unit-may-proecess may process PNR data against
States shall ensure that any PNR data-against-pre- pre-determined criteria in
positive match resulting from | determined-criteria—Member accordance with this
such automated processing is | States-shal-ensure-that-any Directive, and may compare
individually reviewed by non- | pesitive-matchresulting-from PNR data against relevant
automated means in order to such-automated-processing-is databases, including
verify whether the competent | individually-reviewed-by-ron- international or national
authority referred to in Article | autemated-meansin-orderto databases or national mirrors
5 needs to take action; verify whether the competent of Union databases, where
autherity they are established in
referred-to-in-Article 5 compliance with Union law,
needs-to-take-action; on persons or objects sought
or under alert, in accordance
with Union, international and
national rules applicable to
such files, in accordance with
the requirements set out in
paragraph 3. Member States
shall ensure that any positive
match resulting from such
automated processing is
individually reviewed by non-
automated means in order to
verify whether the competent
authority referred to in Article 5
needs to take action;
(b) carrying out an {b)}——carrying-outan (b) carrying out an assessment
assessment of the passengers assessment in view of the of the passengers prior to their
prior to their scheduled arrival | passengers-priorto-their scheduled arrival or departure
or departure from the Member | scheduled-arrival-or-departure from the Member State in order
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State in order to identify any from-the- Member-State-in-order | to identify any persons who may
persons who may be involved | to-identify be involved in a terrorist offence
in a terrorist offence or serious | amy-fact that such personswhe | or serious transnational crime
crime and who require further | may be involved in a terrorist and who require further
examination by the competent | offence or serious crime and examination by the competent
authorities referred to in who-reguire-furtherexamination | authorities referred to in Article
Acrticle 5. by-the-competentauthorities 5. In carrying out such an
In carrying out such an referred-to-in-Article 5. assessment the Passenger
assessment the Passenger (i) In carrying out such an Information Unit may compare
Information Unit may assessment the Passenger PNR data against relevant
compare PNR data against Information Unit may compare | databases, including national
relevant databases, including PNR data against relevant databases or national mirrors of
international or national databases, relevant for the Union databases, on persons or
databases or national mirrors purpose of prevention, objects sought or under alert, in
of Union databases, where detection, investigation and accordance with Union and
they are established on the prosecution of terrorist offences | national rules applicable to such
basis of Union law, on persons | and serious crime, databases for the purpose of
or objects sought or under including international-or preventing, detecting,
alert, in accordance with natienal-databases e investigating and prosecuting
Union, international and national-mirrers-ef- Unien terrorist offences and serious
national rules applicable to databases—where-they-are transnational crime. In
such files. Member States established on the basis of carrying out such an
shall ensure that any positive | Ynientaw, on persons or assessment, the Passenger
match resulting from such objects sought or under Information Unit may
automated processing is alert, in accordance with Union, | compare PNR data against the
individually reviewed by non- | international and national rules | Schengen Information System
automated means in order to applicable to such files and the Visa Information
verify whether the competent | databases. System. Member States shall
authority referred to in Article ensure that any positive match
5 needs to take action; (ii) When carrying out an resulting from such automated
assessment of persons who may | processing is individually
be involved in a terrorist reviewed by non-automated
offence or serious crime listed means in order to verify whether
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in Annex Il to this Directive,
the Passenger Information Unit
may also process PNR data
against pre-determined criteria.

Member States shall ensure that
any positive match resulting
from sueh automated processing
of PNR data conducted under
point (a) of paragraph 2 is
individually reviewed by non-
automated means in order to
verify whether the competent
authority referred to in Article 5
needs to take action in
accordance with national law;

the competent authority referred
to in Article 5 needs to take
action;

(c) responding, on a case-
by-case basis, to duly reasoned
requests from competent
authorities to provide PNR
data and process PNR data in
specific cases for the purpose
of prevention, detection,
investigation and prosecution
of a terrorist offence or serious
crime, and to provide the
competent authorities with the
results of such processing; and

(b) responding, on a case-by-
case basis, to duly reasoned
requests from competent
authorities to provide PNR data
and process PNR data in
specific cases for the

purpose of prevention,
detection, investigation and
prosecution of a terrorist offence
or serious crime,

and to provide the

competent authorities with the
results of such processing; and

(c) responding, on a case-by-
case basis based on sufficient
evidence, to duly reasoned
requests from competent
authorities to provide PNR data
and process PNR data in
specific cases for the purpose of
prevention, detection,
investigation and prosecution of
a terrorist offence or of serious
transnational crime listed in
point (i) of Article 2 or for the
prevention of an immediate
and serious threat to public
security, and to provide the
competent authorities or, where
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appropriate, Europol with the
results of such processing; and
(d) analysing PNR datafor | (¢) analysing PNR data (d) analysing PNR data for the
the purpose of updating or for the purpose of updating or purpose of updating or creating
creating new criteria for creating new criteria for new criteria for carrying out
carrying out assessments in carrying out assessments assessments in order to identify
order to identify any persons referred to in point (a)(ii) in any persons who may be
who may be involved in a order to identify any persons involved in a terrorist offence or
terrorist offence or serious who may be involved in a serious transnational crime
transnational crime pursuant to | terrorist offence or serious pursuant to point (a).
point (a). transnational-crime pursuantto
point{a) crimes listed in Annex
1.
3. The assessment _of the 3. The assessment _of the 3 The assessment of the
passengers prior to their passengers prior to their assenaers prior to their
scheduled arrival or departure | scheduled arrival or departure P gers pr
from the Member State from the Member State carried scheduled arrival or departure
. . ) . =——— | from the Member State referred
referred to in point (a) of out against pre-determined L
. Y - to in point (a) of paragraph 2
paragraph 2 shall be carried criteria referred to in point (a) of . .
out in a non-discriminator aragraph 2 shall be carried shall be carried out in a non-

. y paragrap N discriminatory manner on the
manner on the basis of out in a non-discriminatory basis of assessment criteria
assessment criteria established | manner on the basis of . .

; . - . established by its Passenger
by its Passenger Information assessment criteria established . . .
. : . Information Unit. This
Unit. Member States shall by its Passenger Information assessment criteria must be
ensure that the assessment Unit. Member States shall P
N targeted, specific, justified,
criteria are set by the ensure that the assessment proportionate and fact-based
P .. . . o the data protection officer;
competent authorities referred | in cooperation with the Member States shall ensure that
i o ST | et s 170 | the ssesent e re st by
circumstances be based on a criteria shalll inno the Passenger Information
Units, in cooperation with the
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person’s race or ethnic origin, | circumstances be based on a competent authorities referred to
religious or philosophical person’s race racial or ethnic in Article 5 and regularly
belief, political opinion, trade | origin, political opinions, reviewed. The assessment
union membership, health or religious or philosophical criteria shall in no
sexual life. beliefs, political-epinion-trade circumstances be based on
union membership, health or person’s race or ethnic origin,
sexual life. political opinions, religion or
philosophical beliefs, sexual
orientation or gender identity,
trade-union membership or
activities, and the processing
of data concerning health or
sexual life;
4. The Passenger Information | 4. The Passenger Information .
Unit of a Member State shall Unit of a Member State shall 4 'I_'he Passenger Information
: Unit of a Member State shall
transfer the PNR data or the transfer transmit the PNR data transfer the PNR data or th
results of the processing of or the results of the processing ranster the ata orthe
results of the processing of PNR
PNR data of the persons of PNR data of the persons . L
. o . ) i . data of the persons identified in
identified in accordance with identified in accordance with - .
i i accordance with points (a) and
points (a) and (b) of paragraph | points (a) arg-{b} of paragraph 2
oM 7= (b) of paragraph 2 for further
2 for further examination to for further examination to the .
. examination to the relevant
the relevant competent relevant competent authorities .
o competent authorities of the
authorities of the same of the same Member State
. . same Member State. Such
Member State. Such transfers | referred to in Article 5. Such fers shall onlv b d
shall only be made on a case- | transfers shall only be made on transters shall on y e made on
. i a case by-case basis by human
by-case basis. a case-by-case basis. .
action.
11105/2/15 REV 2 GS/ACA/sI 52

DGD 1C

LIMITE EN




Commission proposal
(doc. 6007/11)

Council GA
(doc. 8916/12)

Orientation vote LIBE
(.../2015)

Observations
Presidency

Compromise
proposal

4a. Member States shall
ensure that the data
protection officer has access to
all data transmitted to the
Passenger Information Unit
and from the Passenger
Information Unit to a
competent authority pursuant
to Article 5. If the data
protection officer considers
that transmission of any data
was not lawful, he or she shall
refer the matter to the
national supervisory
authority, which shall have
power to order the receiving
competent authority to delete
that data.

4b. The storage, processing
and analysis of PNR data shall
be carried out exclusively
within a secure location within
the territory of the Member
States of the European
Economic Area.

4c. Member States shall bear
the costs of use, retention and
exchange of PNR data.

5. The consequences of the
assessments of passengers
referred to in point (a) of
paragraph 2 shall not jeopardise
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the right of entry of persons
enjoying the Union right of free
movement into the territory of
the Member State concerned as
laid down in Directive
2004/38/EC. In addition, the
consequences of such
assessments, where these are
carried out in relation to intra-
EU flights between Member
States to which the Regulation
(EC) No 562/2006 of the
European Parliament and of the
Council of 15 March 2006
establishing a Community Code
on the rules governing the
movement of persons across
borders® applies, shall comply
with that Code.
Article 5
Competent authorities Competent authorities Competent authorities
1. Each Member State 1. Each Member State shall
shall adopt a list of the adopt a list of the competent ;dsgf 2 Il}gfr(:cbtiresctg;e] pS gtaelr:t
competent authorities entitled | authorities authorities entitled to request or
to request or receive PNR data | entitled to request or receive masked out PNR data
or the result of the processing | receive PNR data or the result h It of the svstematic
of PNR data from the of the processing of PNR data or the resu Y
Passenger Information Units from the processing of PNR data} from .
. . . the Passenger Information Units
in order to examine that Passenger Information in order to examine that
information further or take Units in order to examine that
18 0J L 105, 13.4.2006, p.1.
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appropriate action for the information further or take information further or take
purpose of preventing, appropriate action for the appropriate action for the
detecting, investigating and purpose of preventing, specific purpose of preventing,
prosecuting terrorist offences | detecting, investigating and detecting, investigating and
and serious crime. prosecuting terrorist prosecuting terrorist offences
offences and serious crime. and serious transnational
crime, or the prevention of an
immediate and serious threat
to public security. Europol
shall be entitled to receive
PNR data or the result of the
processing of PNR data from
the Passenger Information
Units of the Member States
within the limits of its
mandate and, where
necessary, for the
performance of its tasks.
2. Competent authorities 2.  GCompetent The 2. Competent authorities shall
shall consist of authorities authorities referred to in consist of authorities competent
competent for the prevention, | paragraph 1 shall eensistof for the prevention, detection,
detection, investigation or authorities be competent for the | investigation or prosecution of
prosecution of terrorist prevention, detection, terrorist offences and serious
offences and serious crime. investigation or prosecution of | transnational crime or the
terrorist offences and or serious | prevention of immediate and
crime. serious threats to public
security.
3. Each Member State . 3. By ...* [12 months after the
shall notify the list of its 3. For the purpose of Article dateyof enEry into force of this
" 7(4), eEach Member State shall S
competent authorities to the ifv the list of its competent Directive], each Member State
Commission twelve months notlfy.t-e pet shall notify the list of its
after entry into force of this authorlt!es to the Commission competent authorities to the
twelveeighteen months after
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Directive at the latest, and entry into force of this Directive | Commission and shall at any

may at any time update its at the latest, and may at any time update its declaration. The

declaration. The Commission | time update its-declarationthis Commission shall publish this

shall publish this information, | notification. The Commission information, as well as any

as well as any updates, inthe | shall publish this information, updates, in the Official Journal

Official Journal of the as well as any of the European Union.

European Union. updatesmodifications of it, in

the Official Journal of the
European Union.

4.  The PNR data of 4. The PNR data ofpassengers | 4. The PNR data of passengers

passengers and the result of and the result of the processing | and the result of the processing

the processing of PNR data of PNR data received byfrom of PNR data received by the

received by the Passenger the Passenger Information Unit | Passenger Information Unit may

Information Unit may be may be further processed by the | be further processed by the

further processed by the competent authorities of the competent authorities of the

competent authorities of the Member States only for the Member States only for the

Member States only for the purpose of preventing, specific purpose of prevention,

purpose of preventing, detecting, investigating or detection, investigation or

detecting, investigating or prosecuting terrorist offences or | prosecution of terrorist

prosecuting terrorist offences | serious crime. offences and of serious

or serious crime. transnational crime, upon
request, in accordance with
Article 4(2) or for the
prevention of an immediate
and serious threat to public
security.

5. Paragraph 4 shall be 5. Paragraph 4 shall be 5. Paragraph 4 shall be without

without prejudice to national without prejudice to prejudice to national law

law enforcement or judicial national law enforcement or enforcement or judicial powers

powers where other offences, | judicial powers where other where other offences, or

or indications thereof, are offences violations of criminal indications thereof, are detected

detected in the course of law, or indications thereof, are in the course of enforcement
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enforcement action further to | detected in the course of action further to processing for
such processing. enforcement action further to which it was originally
such processing. intended.
6.  The competent 6.  The competent authorities | 6. The competent authorities
authorities shall not take any shall not take shall not take any decision that
decision that produces an any decision that produces produces an adverse legal effect
adverse legal effect on a an adverse legal effect on a on a person or significantly
person or significantly affects | person or significantly affects a person only by reason
a person only by reason of the | affects a person only by reason | of the automated processing of
automated processing of PNR | of the automated processing of | PNR data. Such decisions shall
data. Such decisions shall not | PNR data. Sueh-decisionsshall | not be taken on the basis of data
be taken on the basis of a nothetaken-onthe-basisota revealing a person’s race or
person’s race or ethnic origin, | persen’srace-orethnic-origin; ethnic origin, political
religious or philosophical religious-or-philosephical-belief; | opinions, religion or
belief, political opinion, trade | pelitical-opinion;-trade-union philosophical beliefs, sexual
union membership, health or membership;-health-er-sexual orientation or gender identity,
sexual life. life trade-union membership or
activities, and the processing
of data concerning health or
sexual life.
Article 6
Obligations on air carriers Carrig’t;lé%aslr(;rrllssfc;r;sa; Gt Obligations on air carriers
and non-carrier economic
operators
1.  Member States shall 1. Member States shall 1. Member States shall adopt
adopt the necessary measures | adopt the necessary measures to | the necessary measures to
to ensure that air carriers ensure that air carriers transfer ensure that air carriers and non-
transfer (‘push’) the PNR data | (‘push’) the PNR data as defined | carrier economic operators
as defined in Article 2(c) and in Article 2(ed) and specified in | transfer all pushed PNR data as
specified in the Annex, to the | the defined in point (c) of Article 2
extent that such data are Annex |, to the extent and specified in the Annex, to
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already collected by them, to that such data are already the extent that such data are
the database of the national collected by them, to the already collected by them in the
Passenger Information Unit of | database of the natienal normal course of their
the Member State on the Passenger Information Unit of business, to the database of the
territory of which the the Member State on the national Passenger Information
international flight will land or | territory of which the Unit of the Member State on the
from the territory of which the | iaternational flight will land or | territory of which the
flight will depart. Where the from the territory of which the international flight will land or
flight is code-shared between | flight will depart. Where the from the territory of which the
one or more air carriers, the flight is code-shared between flight will depart. Where the
obligation to transfer the PNR | one or more air carriers, the flight is code-shared between
data of all passengers on the obligation to transfer the PNR one or more air carriers the
flight shall be on the air data of all passengers on the obligation to transfer the PNR
carrier that operates the flight. | flight shall be on the air carrier | data of all passengers on the
Where the flight has one or that operates the flight. Where flight shall be on the air carrier
more stop-overs at the airports | the an extra-EU flight has one and the non-carrier economic
of the Member States, air or more stop-overs at the operator that operates the
carriers shall transfer the PNR | airports of the Member States, flight. Where the flight has one
data to the Passenger air carriers shall transfer the or more stop-overs at the
Information Units of all the PNR data of all passengers to airports of the Member States,
Member States concerned. the Passenger Information Units | air carriers and non-carrier
of all the Member States economic operators shall
concerned. This also applies transfer the PNR data to the
where an intra-EU flight has Passenger Information Units of
one or more stopovers at the all the Member States
airports of different Member concerned.
States, but only in relation to
Member States which are
collecting PNR data.
11105/2/15 REV 2 GS/ACA/sI 58
DGD 1C LIMITE EN




Commission proposal Council GA Orientation vote LIBE Observations Compromise
(doc. 6007/11) (doc. 8916/12) (.../2015) Presidency proposal
la. In case the air carriers
have collected any advance
passenger information (API)
data listed under item (18) of
Annex 1 to this directive but do
not retain these data as part of
the PNR data, Member States
shall adopt the necessary
measures to ensure that air
carriers also transfer (‘push’)
these data to the Passenger
Information Unit of the Member
State referred to in paragraph 1.
In case of such transfer, all the
provisions of this Directive
shall apply in relation to these
API data as if they were part of
the PNR data.
2. Aircarriers shall 2. Aircarriers shall transfer | 2. Air carriers and non-carrier
transfer PNR data by PNR data by electronic means economic operators shall
electronic means using the using the commaon protocols transfer PNR data by electronic
common protocols and and supported data formats to means using the common
supported data formats to be be adopted in accordance with protocols and supported data
adopted in accordance with the procedure of referred to in formats to be adopted in
the procedure of Articles 13 Articles 13 and 14 or, in the accordance with Articles 13 and
and 14 or, in the event of event of technical failure, by 14 or, in the event of technical
technical failure, by any other | any other appropriate means failure, by any other appropriate
appropriate means ensuring an | ensuring an appropriate level of | means ensuring an appropriate
appropriate level of data data security: level of data security:
security:
(a) once 24 to 48 hours (a) once, 24 to 48 hours before
(@ 24 to 48 hours before the scheduled time the scheduled time for flight
before the scheduled time for | for flight departure; departure; and
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flight departure; and
and (b) once, immediately after
(b) once immediately after flight closure, that is once the
(b) immediately after flight | flight closure, that is once passengers have boarded the
closure, that is once the the passengers have aircraft in preparation for
passengers have boarded the boarded the aircraft in departure and it is no longer
aircraft in preparation for preparation for departure possible for further passengers
departure and it is no longer and it is no longer possible for to board.
possible for further passengers | further passengers to board or
to board. leave.
3. Member States may 3. Member States may shall | 3. Member States shall permit
permit air carriers to limit the | permit air carriers to limit the air carriers and non-carrier
transfer referred to in point (b) | transfer referred to in point (b) economic operators to limit the
of paragraph 2 to updates of of paragraph 2 to updates of the | transfer referred to in point (b)
the transfer referred to in point | transfer referred to in point (a) of paragraph 2 to updates of the
(a) of paragraph 2. of paragraph 2. transfer referred to in point (a)
of that paragraph.
4.  On a case-by-case basis, | 4. On a case-by-case basis 4. On a case-by-case basis, upon
upon request from a Passenger | and where access to PNR data is | request from a Passenger
Information Unit in necessary to respond to a Information Unit in accordance
accordance with national law, | specific and actual threat related | with national law, air carriers
air carriers shall transfer PNR | to terrorist offences or serious and non-carrier economic
data where access earlier than | crime, air carriers shall, upon operators shall transfer PNR
that mentioned in point (a) of | request from a Passenger data where access earlier than
paragraph 2 is necessary to Information Unit in accordance | that mentioned in point (a) of
assist in responding to a with the procedures provided paragraph 2 is necessary to
specific and actual threat under national law, transfer assist in responding to a
related to terrorist offences or | PNR data where-access-earlier specific, imminent, and actual
serious crime. at other points in time than that | threat related to terrorist
mentioned in peint(a)-of offences or serious
paragraph 2 is-necessary-to transnational crime.
andactoa-threatrelatedto
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terrorist-offences-orserious
erime(a) and (b).
4a. Air carriers and non-
carrier economic operators
shall duly inform passengers
of the type of personal data
being collected for law
enforcement purposes, their
rights regarding their data as
a passenger. Such information
shall be provided to
passengers proactively, in an
easily understandable format.
Article 7

Exchange of information Exchange of information Exchange of information

between Member States between Member States between Member States

1. Member States shall 1. Member States shall 1. Passenger Information

ensure that, with regard to ensure that, with regard to Units shall automatically

persons identified by a persons identified by a exchange data on the results

Passenger Information Unit in | Passenger Information Unit in of the processing of PNR data.

accordance with Article accordance with Article 4(2)(a) | Member States shall ensure that

4(2)(a) and (b), the result of and-(b)}, the PNR data or the the results of the processing of

the processing of PNR data is | result of theany processing PNR data, either analytical

transmitted by that Passenger | thereof PNR-data-is transmitted | information obtained from

Information Unit to the by that Passenger Information PNR data or the results with

Passenger Information Units Unit to the Passenger regard to persons identified

of other Member States where | tnformation-Unitscorresponding | by a Passenger Information

the former Passenger units of other Member States Unit in accordance with

Information Unit considers where the-formerPassenger Article 4(2), which is

such transfer to be necessary | information-Unitit considers transmitted for further

for the prevention, detection, such transfer to be necessary for | examination to their relevant
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investigation or prosecution of
terrorist offences or serious
crime. The Passenger
Information Units of the
receiving Member States shall
transmit such PNR data or the
result of the processing of
PNR data to their relevant
competent authorities.

the prevention, detection,
investigation or prosecution of
terrorist offences or serious
crime. The Passenger
Information Units of the
receiving Member States shall
transmit such-PNR-data-orthe

datathe received information to
their relevant-competent
authorities in accordance with

Acrticle 4(4).

competent authorities in
accordance with Article 4(4),
is proactively transmitted by a
Passenger Information Unit to
the Passenger Information Units
of the other Member States
without delay. The Passenger
Information Unit of the
receiving Member States shall
transmit such results of the
processing of PNR data to their
relevant competent authorities,
in accordance with Article
4(4). Where appropriate, an
alert shall be entered in
accordance with Article 36 of
Council Decision
2007/533/JHA".

19

System (SIS 11) (OJ L 205, 7.8.2007, p. 63).

Council Decision 2007/533/JHA of 12 June 2007 on the establishment, operation and use of the second generation Schengen Information
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2. The Passenger 2. The Passenger 2. Passenger Information Units
Information Unit of a Member | Information Unit of a Member shall have the right to request, if
State shall have the right to State shall have the right to necessary, the Passenger
request, if necessary, the request, if necessary, the Information Unit of any other
Passenger Information Unit of | Passenger Information Unit of Member State to provide it with
any other Member State to any other Member State to PNR data that are kept in the
provide it with PNR data that | provide it with PNR data that latter’s database in accordance
are kept in the latter’s are kept in the latter’s database | with Article 9(1) and, if
database in accordance with in-accordanee-with and have not | necessary, also the result of
Avrticle 9(1), and, if necessary, | yet been depersonalised through | processing thereof, if it has
also the result of the masking out under Article already been prepared
processing of PNR data. The 9(22), and, if necessary, also the | pursuant to points (a) and (b)
request for such data may be result of theany processing of of Article 4(2). The duly
based on any one or a PNR-datathereof, if it has reasoned request for such data
combination of data elements, | already been prepared pursuant | shall be strictly limited to the
as deemed necessary by the to Article 4(2)(a). The duly data necessary in the specific
requesting Passenger reasoned request for such data case and may be based on any
Information Unit for a specific | may be based on any one or a one or a combination of data
case of prevention, detection, combination of data elements, elements, as deemed necessary
investigation or prosecution of | as deemed necessary by the by the requesting Passenger
terrorist offences or serious requesting Passenger Information Unit for a specific
crime. Passenger Information | Information Unit for a specific case of prevention, detection,
Units shall provide the case of prevention, detection, investigation or prosecution of
requested data as soon as investigation or prosecution of | terrorist offences or serious
practicable and shall provide terrorist offences or serious transnational crime or for the
also the result of the crime. Passenger Information prevention of an immediate
processing of PNR data, if it Units shall provide the and serious threat to public
has already been prepared requested data as soon as security. Passenger Information
pursuant to Article 4(2)(a) and | practicable-and-shal-provide Units shall provide the
(b). also-theresult-of the processing | requested data as soon as
of PNR data-if-it-has-already possible using the common
been-prepared-pursuant-to protocols and supported data
Article-4{21a)and(h). In case formats. Such a request shall
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the requested data have been be justified in writing.
depersonalised through masking
out in accordance with Article
9(2) the Passenger Information
Unit shall only provide the full
PNR data where it is reasonably
believed that it is necessary for
the purpose of Article 4(2)(b)
and only when authorised to do
so by an authority competent
under Article 9(3).
3. The Passenger 3—The-Passenger 3. Passenger Information Units
Information Unit of a Member | infermation-Unitofa-Member shall have the right to request, if
State shall have the right to State-shall-have the rightto necessary, the Passenger
request, if necessary, the reguest—if Information Unit of any other
Passenger Information Unit of | necessary-the-Passenger Member State to provide it with
any other Member State to Information-Unit-of any PNR data that have been
provide it with PNR data that | ether-MemberStatetoprovide | already masked out and that
are kept in the latter’s Hwith-PNR data are kept in the latter’s database
database in accordance with that-are-keptin-the latter’s in accordance with Article 9(2),
Article 9(2), and, if necessary, | database-in-accordance-with and, if necessary, also the result
also the result of the i . i g of the processing of PNR data.
processing of PNR data. The also-theresultof the processing | The Passenger Information Unit
Passenger Information Unit ofPNR-data—The-Passenger may request access to specific
may request access to specific | tformation-Unitmay-request PNR data kept by the Passenger
PNR data kept by the accessto-specific PNR data Information Unit of another
Passenger Information Unit of | keptby Member State in their full form
another Member State in their | the-PassengertnformationUnit | without the masking out only in
full form without the masking | efanetherMemberState-in the most exceptional
out only in exceptional their-fulform-without the circumstances in response to a
circumstances in response to a | masking-out specific real-time threat or with
specific threat or a specific only-in-exceptional regard to a specific
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investigation or prosecution cireumstances-inresponse investigation or prosecution
related to terrorist offences or | to-aspecificthreatora-specific | related to terrorist offences or
serious crime. investigation-or-prosecution serious transnational crime or
related-to-terrorist-offences-or to the prevention of an
serious-erime: immediate and serious threat
to public security. Such access
to the full PNR data shall be
permitted only with the
approval of the Head of the
requested Passenger
Information Unit.
4. Only in those cases 4, Only when necessary in 4—Only-inthese-cases-where
where it is necessary for the cases of emergency and under Hs-necessary-forthe-prevention
prevention of an immediate the conditions laid down in of an-immediate-and-serious
and serious threat to public paragraph 2 in-these-cases threatto-public-security-may-the
security may the competent where-H-s-necessary-forthe competentauthoritiesofa
authorities of a Member State | prevention-ofanimmediateand | MemberStaterequest-directly
request directly the Passenger | seriousthreattopublicsecurity | the-Passengertnformation-Unit
Information Unit of any other | may the competent authorities of any-other Member-State-to
Member State to provide it of a Member State request provide-itwith-PNR data that
with PNR data that are kept in | directly the Passenger are-keptin-thelatter’s-database
the latter’s database in Information Unit of any other in-accordance-with-Article 91
accordance with Article 9(1) Member State to provide it with | ard-(2)—Suchrequests-shall
and (2). Such requests shall PNR data that are kept in the relate-to-a-specific-investigation
relate to a specific latter’s database-in-accordance orprosecution-of terrorist
investigation or prosecution of | with-Article 9(Hand-(2). The offences-orserious-crime-and
terrorist offences or serious requests from the competent shat-bereasonsd—Passenger
crime and shall be reasoned. authorities, a copy of which trformation-Unitsshal-respond
Passenger Information Units shall always be sent to the to-suchreguests-as-a-matter of
shall respond to such requests | Passenger Information Unit of priority. in all other cases the
as a matter of priority. In all the requesting Member State, competentauthorities-shall
other cases the competent Such-reguests-shallrelate to-a channeltheirrequests-through
authorities shall channel their | specificinvestigation-or thePassenger-tnformation-Unit
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requests through the Passenger i i of theirown-Member-State:
Information Unit of their own | erseriouscrime-and-shall be
Member State. reasoned. Passengertnformation
Units-shallrespend-to-such
In all other cases the competent
authorities shall channel their
requests through the Passenger
Information Unit of their own
Member State.
5. Exceptionally, where 5. Exceptionally, where 5. Exceptionally, where early
early access is necessary to earhy-access to PNR data is access is strictly necessary to
respond to a specific and necessary to respond to a respond to a specific and actual
actual threat related to terrorist | specific and actual threat related | threat related to terrorist
offences or serious crime, the | to terrorist offences or serious offences or serious
Passenger Information Unit of | crime, the Passenger transnational crime or to
a Member State shall have the | Information Unit of a Member prevent an immediate and
right to request the Passenger | State shall at any time have the | serious threat to public
Information Unit of another right to request the Passenger security, the Passenger
Member State to provide it Information Unit of another Information Unit of a Member
with PNR data of flights Member State to provide-it State shall have the right to
landing in or departing from withobtain PNR data ef-fhights request the Passenger
the latter’s territory at any fanding in accordance with Information Unit of another
time. article 6(4) and provide it to the | Member State to provide it with
requesting Passenger PNR data of flights landing in
Information Unit-erdeparting or departing from the latter’s
from-the latter’sterritory-atany | territory at any time, where
time. such data has been retained.
That procedure shall cover
only requests for the PNR
data already collected and
retained by the Passenger
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Information Unit which is
requested to provide the data.
6.  Exchange of 6.  Exchange of information | 6. Exchange of information
information under this Article | under this Article may take under this Article shall take
may take place using any place place using existing channels for
existing channels for using any existing channels for | Union and international law
international law enforcement | international-law-enforcement enforcement cooperation, in
cooperation. The language cooperation between the particular Europol, its Secure
used for the request and the competent authorities of the Information Exchange
exchange of information shall | Member States. The language Network Application (SIENA)
be the one applicable to the used for the request and the and national units established
channel used. Member States | exchange of information shall in accordance with Article 8 of
shall, when making their be the one applicable to the Decision 2009/371/JHA. The
notifications in accordance channel used. Member States language used for the request
with Article 3(3), also inform | shall, when making their and the exchange of information
the Commission with details notifications in accordance with | shall be the one applicable to the
of the contacts to which Article 3(3), also inform the channel used. Member States
requests may be sent in cases | Commission with details of the | shall, when making their
of urgency. The Commission contacts points to which notifications in accordance with
shall communicate to the requests may be sent in cases of | Article 3(3), also inform the
Member States the wrgeney-emergency. The Commission with details of the
notifications received. Commission shall communicate | contacts to which requests may
to the Member States the be sent in cases of urgency. The
notifications received. Commission shall communicate
to the Member States the
notifications received.
6a. Where analytical
information obtained from
PNR is transferred pursuant
to this Directive, the
safeguards provided for in
paragraph 1 shall be complied
with.
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Article 7a:

Conditions for access to PNR
data by Europol

1. Europol may submit, on a
case-by-case basis, an
electronic and duly reasoned
request to the Passenger
Information Unit of any
Member  State for the
transmission of specific PNR
data or the results of the
processing of specific PNR
data, when this is strictly
necessary to support and
strengthen action by Member
States to prevent, detect or
investigate a specific terrorist
offence or serious
transnational crime in so far
as such an offence or crime is
within Europol's competence
pursuant to Decision
2009/371/JHA. The reasoned
request  shall set  out
reasonable grounds on the
basis of which Europol
considers that the
transmission of PNR data or
the results of the processing of
PNR data will substantially
contribute to the prevention,
detection, investigation or
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prosecution of the criminal
offence concerned.

2. Upon receipt of a request by
Europol, a court or an
independent  administrative
body of the Member State
shall verify, in a timely
manner, whether all the
conditions set out in
paragraph 1 are met. The
Passenger Information Unit
shall provide the requested
data to Europol as soon as
practicable, provided that
those conditions are met.
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3. Europol shall inform the
data protection officer
appointed in accordance with
Article 28 of  Decision
2009/371/JHA of each
exchange of information
under this Article.
4. Exchange of information
under this Article shall take
place by way of SIENA and in
accordance with  Decision
2009/371/JHA. The language
used for the request and the
exchange of information shall
be that applicable to SIENA.
Article 8
Transfer of data to third Transfer of data to third Transfer of data to third
countries countries States countries
A Member State may transfer | A Member State may 1. A Member State may transfer
PNR data and the results of transfer PNR data and as well as | PNR data and the results of the
the processing of PNR datato | the results of the processing of processing of PNR data to a
a third country, only on a PNR such data stored by the third country, only on a case-by-
case-by-case basis and if: Passenger Information Unit in case basis, subject to a duly
accordance with Article 9to a reasoned request based on
third country, only on a case- sufficient evidence, where the
by-case basis and if: transfer is necessary for the
prevention, investigation,
(@ the conditions laid down | (a)  the conditions laid down | detection or prosecution of
in Article 13 of Council in Article 13 of Council criminal offences, the
Framework  Decision Framework Decision prevention of an immediate
2008/977/JHA are 2008/977/JHA are and serious threat to public
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fulfilled, fulfilled, security or the execution of

(b) the transfer is necessary
for the purposes of this
Directive specified in
Article 1(2), and

(c) the third country agrees
to transfer the data to
another third country
only where it s
necessary  for  the
purposes of this
Directive specified in
Article 1(2) and only

with the express
authorisation of the
Member State.

(b)

(©)

(d)

the transfer is

necessary for the
purposes of this Directive
specified in Article 1(2),
and

the third country

agrees to transfer the data
to another third country
only where it is necessary
for the purposes of this
Directive specified in
Article 1(2) and only with
the express authorisation
of the Member State.

similar conditions as

those laid down in Article
7(2) are fulfilled.

criminal penalties and the
receiving competent authority
in the third country is
responsible for the prevention,
investigation, detection or
prosecution of criminal
offences, the prevention of an
immediate and serious threat
to public security or the
execution of criminal
penalties, provided that:

(a) the third country
concerned ensures an
adequate level of protection as
referred to in Directive
95/46/EC of the European
Parliament and of the
Council® for the intended
data processing, subject to
meeting all the other
conditions laid down in this
Directive;

(b) the Member State from
which the data were obtained
has given its consent to the
transfer in compliance with
national law.

processing of personal data and on the free movement of such data (OJ L 281, 23.11.1995, p. 31).

Directive 95/46/EC of the European Parliament and of the Council of 24 October 1995 on the protection of individuals with regard to the
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In exceptional circumstances,
transfers of PNR data without
prior consent in accordance
with paragraph 1 shall be
permitted only if such
transfers are essential for the
prevention of an immediate
and serious threat to public
security of a Member State or
a third country or to protect
the essential interests of a
Member State and prior
consent cannot be obtained in
good time. The authority
responsible for giving consent
shall be informed without
delay and the transfer shall be
duly recorded and subject to
an ex-post verification.

By way of derogation from the
first subparagraph, transfers
of data shall be permitted on a
systematic basis following the
conclusion of an international
agreement between a third
country and the Union.

2. Member States shall
transfer PNR data to
competent authorities of third
countries only under terms
consistent with this Directive
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and only upon ascertaining
that the use that the recipients
intend to make of the PNR is
consistent with those terms
and safeguards.

3. Onward transfers to other
third countries shall be
prohibited.

4. Where PNR data relating to
a citizen or a resident of
another Member State are
transferred to a third country,
the competent authorities of
that Member State shall be
informed of the matter at the
earliest appropriate
opportunity.

5. The data protection officer
shall be informed each time a
Member State transfers PNR
data pursuant to this Article.
The data protection officer
shall inform the national
supervisory authority of the
transmission of data pursuant
to this Article on a regular
basis.
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Article 9
Period of data retention Period of data retention Period of data retention
1. Member States shall 1. Member States shall ensure
iﬁ sur el\t/:gptk;]ir |:>S|t\?|ge Z;{] aall ensure that the PNR datg that t-he PN.R data provided by
provided by the air carriers to provided by the air carriers the air carriers and non-carrier
the Passenger Information to the Pa_ssenger_ economic operators to tht_e
Unit are retained in a database Infqrmat!on Unit are Passenger Informatlon Unit
at the Passenger Information retained in a databa_se at th_e pur_suan_t to Article 4(2) are
Unit for a period of 30 days Passgnger Informathn Unit for | retained in a databa;‘.e at th_e
after their transfer to the a perlod_of 30-days five years Passenger Information Unit _for
Passenger Information Unit of after their transfer transmission | a period of 30 days after their
the first Member State on to t_he Passquer Information transfer to the P_assenger.
whose territory the Unit of the f—H’—St Member State Information Unit of the first
international flight is landing on Whoge territory t_he . 'V'e(“ber Stat_e on Whose .
or departing international flight is landing or | territory the international flight
' departing. is landing or departing.
2. Upon expiry of the period of
30 days after the transfer of the
PNR data to the Passenger
Information Unit referred to in
paragraph 1, the data shall be
retained at the Passenger
Information Unit for a further
period of five years. During this
period, all data elements which
could serve to identify the
passenger to whom PNR data
relate shall be masked out. Such
masked out PNR data shall be
accessible only to a limited
number of personnel of the
Passenger Information  Unit
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specifically authorised to carry
out analysis of PNR data and
develop assessment criteria
according to point (d) of Article
4(2).
2. Upon expiry of the 2. Upon expiry of thea period of 2a. Afte_zr cons_ultlng the data
period of 30 days after the 30-daystwo years after the protection ]?ﬁ'(.:e; fgr t?e
transfer of the PNR data to the | transfer of the PNR data te-the KL::E: ?esis(g) [;ﬂ:anna(lti)o zal
Passenger Information Unit Passengertormatton-tiias LD -
referred to in paragraph 1, the | referred to in paragraph 1, the supervisory a}uthor Ity shall
data shall be retained at the PNR data shall be retained-at authorise re-identification of
Passenger Information Unit the-Passenger-tnformation-Unit masked out PNR data and
for a further period of five forafurtherperiod-of five access FO the full PNR d-ata
years. During this period, all . i i iod; where it reas_onab_ly_ bel_|evgs
data elements which could depersonalised through masking that such re-identification is
serve to identify the passenger | out of the following data pecess_ary_to carry out an
to whom PNR data relate shall | elements which could serve to Investigation in response to a
be masked out. Such directly identify the passenger Speif'f'(lz "’;T‘d actual thr_eat or
anonymised PNR data shall be | to whom the PNR data relate r:csf relating to terrorist
accessible only to a limited shall-be-masked-out-Such offences, to carry outa
number of personnel of the anonyrsed-RPNR-data-shal-he specific Investigation or
Passenger Information Unit aceessible-only-to-atimited pro_secutlon relajung to a
specifically authorised to carry | aumber-ofpersonnel-ofthe Serious transnatlo_nal crime,
out analysis of PNR data and Passenger-tnformation-Unit or to prevent an |mmed|a_te
develop assessment criteria specifically-authorised-to-carry and Serious threat to public
according to Article 4(2)(d). outanalysisof PNR data-and security. Such access to the
Access to the full PNR data develop-assessment-eriteria fuII_data shall be allowed for a
shall be permitted only by the | aceording to-Asticle 4(2)(d). | Period of four years after the
Head of the Passenger Accessto-the full PNR data data has been_maske_d outin
Information Unit for the shall be permitted-only by the | C85€S CONCErnINg serious
purposes of Article 4(2)(c) and | Head-ofthe Passenger :rr]ansntgtlor;gl crime and_ fgr
where it could be reasonably Information-Unitforthe € entire Tive-year period.
referred to in paragraph 2 in
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believed that it is necessary to | purposes-of-Article-4(2){c}-and | cases concerning terrorist
carry out an investigation and | where-itcould-bereasonably offences.
in response to a specific and helieved-that-it-is-necessary-to
actual threat or risk or a carry-outaninvestigationand-in | For the purposes of this
specific investigation or response-to-a-specific-and-actual | Directive, the data elements
prosecution. threatorrisk-oraspecific which could serve to identify
nvestigation-orprosecution: the passenger to whom PNR
data relate and which should be
filtered and masked out are:
— Name(s), including the names
. f other passengers on PNR and
For the purposes of this For-the purposes-of this ©
Directive, the data elements Directive_the data elements ?umkﬁe_r ofttravtille!rs on PNR
which could serve to identify wmeh-ee&ld—sewe—te ravelling together,
the passenger to whom PNR
data relate and which should identify-the passenger-to-whom N }Addrets_s af‘d contact
be filtered and masked out are: | pNR data relate and-which information,
- - should-befiltered-and-masked | _ General remarks to the extent
- Name (s), including the : i . ) .
names of othér)passengerg on out-are. that it contains any information
PNR and number of travellers | 1. Name (s), including which could serve to identify
on PNR travelling together; the names of other passengers | the passenger to whom PNR
on PNR and number of relate; and
- Address and contact | travellers on PNR travelling
information: together; — Any collected Advance
Passenger Information.
2. Address and contact
- General remarks to the | : -
. . information;
extent that it contains any
mf_tzjrma_tlonhwhlch could serve 3. All forms of payment
toh' engfl\)I/F;[ elpas§en%er to information, including billing
whom relate; an address, to the extent that it
B Any collected Advance contains any information which
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Passenger Information.

could serve to directly identify
the passenger to whom PNR
relate or any other persons;

4, Frequent flyer
information;

5. General remarks to the extent
that it contains any information
which could serve to directly
identify the passenger to whom
the PNR relate; and

6. Any collected Aadvance
Ppassenger tinformation.

3. Upon expiry of the two-
year period referred to in
paragraph 2, disclosure of the
full PNR data shall be permitted

only where it is reasonably
believed that it is necessary for
the purpose of Article 4(2)(b)
and only when approved by a
judicial authority or by another
national authority competent
under national law to verify
whether the conditions for
disclosure are fulfilled.

3. Member States shall
ensure that the PNR data are
deleted upon expiry of the

34. Member States shall
ensure that the PNR data are
deleted upon expiry of the

3. Member States shall ensure
that the PNR data are deleted
permanently upon expiry of the
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period specified in paragraph period specified in period specified in paragraph 2.
2. This obligation shall be paragraph 2 1. This obligation This obligation shall be without
without prejudice to cases shall be without prejudice to prejudice to cases where
where specific PNR data have | cases where specific PNR data specific PNR data have been
been transferred to a have been transferred to a transferred to a competent
competent authority and are competent authority and are authority and are used in the
used in the context of specific | used in the context of specific context of specific criminal
criminal investigations or criminaknvestigations case for | investigations or prosecutions,
prosecutions, in which case the prupose of prevention, in which case the retention of
the retention of such data by detection, investigation or such data by the competent
the competent authority shall prosecutions, in which case the | authority shall be regulated by
be regulated by the national retention of such data by the the national law of the Member
law of the Member State. competent authority State.

shall be regulated by the

national law of the Member

State.
4, The result of matching | 45.  The result of matehingthe | 4. The result of matching
referred to in Article 4(2)(a) processing referred to in Article | referred to in points (a) and (b)
and (b) shall be kept by the 4(2)(a) and-b) shall be kept by | of Article 4(2) shall be kept by
Passenger Information Unit the Passenger Information Unit | the Passenger Information Unit
only as long as necessary to only as long as necessary to only as long as necessary to
inform the competent inform the competent authorities | inform the competent authorities
authorities of a positive match. | of a positive match. Where the of a positive match. Where the
Where the result of an result of an automated matehing | result of an automated matching
automated matching operation | eperationprocessing has, further | operation has, subject to
has, further to individual to individual review by non- human intervention by a
review by non-automated automated means as referred to | member of the Passenger
means, proven to be negative, | in Article 4(2)(a) last Information Unit, proven to be
it shall, however, be stored so | subparagraph,, proven to be negative, it shall, however, be
as to avoid future “false’ negative, it shalhmay, however, | stored so as to avoid future
positive matches for a be stored so as to avoid future ‘false’ positive matches for a
maximum period of three ‘false’ positive matches for a maximum period of three years
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years unless the underlying maximum-period-ofthreeyears | unless the underlying data have
data have not yet been deleted | urlessas long as the underlying | not yet been deleted in
in accordance with paragraph | data have not yet been deleted in | accordance with paragraph 3 at
3 at the expiry of the five accordance with paragraph 31-at | the expiry of the five years, in
years, in which case the log the-expirny-ofthe five years-in which case the log shall be kept
shall be kept until the which-case-the-log-shall-bekept | until the underlying data are
underlying data are deleted. unti-the-underlying-data-are deleted.
deleted.
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Article 10
Penalties against air carriers | Penalties against air carriers Penalties against air carriers
and non-carrier economic
operators
Member States shall ensure, in | Member States shall ensure, in 1 Me?ber_State_shshsll_ ensure, I
conformity with their national | conformity with their national :stoph;)tr?igu\;\gfvet ei};ggt'/gna
law, that dissuasive, effective law, that dissuasive, effective ' . ' .
and proportionate penalties, and proportionate penalties, :_;md prpporyonat_e penaltle?s,
including financial penalties, including financial penalties, mclu_dmg flnanC|_aI pepaltles_, are
are provided for against air are provided for against air provided for against air carriers
carriers which, do not transmit | carriers which, do not transmit and non-carrier economic
the data required under this the data reguired-under-this operators which do not
Directive, to the extent that Directive, to the extent that they transmit th_e data required under
they are a{lready collected by ' this Directive, to the extent that
the them, or do not do so in them; as provided for in Article m?r/nardeoar!:iagg gglilr?i:lid by
the required format or 6, or do not do so in the e ui,red format. do not process
otherwise infringe the national | required format or otherwise th?a data in accé)r danceF\)/vi th
provisions adopted pursuant to | infringe the national provisions the data protection rules laid
this Directive. adopted pursuant to this ra protection.

Directive. down in thls I_Z)lrectlve, or
otherwise infringe the national
provisions adopted pursuant to
this Directive.
la. All data held by air
carriers and non-carrier
economic operators shall be
held in a secure database on a
security accredited computer
system, that either meets or
exceeds international
industrial standards.
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Article 11
Protection of personal data | Protection of personal data Protection of personal data
1 Each Member State L . Each Member State shall 1. Each Member State shall
sHaII provide that, in respect of prowde.that, in respect of all p.rovide that, in respect of all
all processing of i)ersonal data | Processing of persqnal_ . processing o,f personal data
pursuant to this Directive data pursuant to this Directive, pursuant to this Directive, every
every passenger shall ha\;e the | SVETY Passenger shall havg the passenger shall have the s'ame
same right to access, the right same .”ght to access, the right to right to protection of their
to rectification, eraSl,Jre and [)?Ct'z.cat'(:ﬁ’ e@;‘:rte and personal data, right to access,
blocking, the right to ocking, the rignt to the right to rectification, erasure
compensation and the right to compensation and the right to and blocking, the right to
judicial redress as those Judicial redress as_those . compensatiorll and the right to
adopted under national law in gdopted undf_er n_atlonal law judicial redress as laid out in
implementation of Articles 17 |mp_lement ing of national and Union law, and in
18, 19 and 20 of the Council | Articles 17, 1.8' 19 and 20 the implementation of A:rticles
Framework Decision of the Council Framework 17, 18, 19 and 20 of the
2008/977/JHA. The provisions DeC|_S|_on 2008/97.7/JHA' The Fréme;/vork Decision
of Articles 17, 18, 19 and 20 | Provisions of Articles | 2008/977/JHA. Those Articles
of the Councii Frémework IlZZa rﬁ;/vlc?rsnd 20 of the Council shall therefore be applicable.
Decision 2008/977/JHA shall .
: Decision 2008/977/JHA
therefore be applicable. shall therefore be
applicable.
2 Each Member State 2. . Each Member _St_ate shall 2. Each Member State shall
sHaII provide that the provide that the provisions p.rovide that the provisions
provisions adopted under adopteq under . adopted under national law in
national law in Fh—e national !aw mf o implementation of Articles 21
implementation of Articles 21 implement Artlcles 21 and 22 of the Framework
and 22 of the Council ﬁ?gﬁfgﬁ;ﬂ‘%g;‘;:‘ocr:' Decision 2008/977/JHA
Framework Decision . regarding confidentiality of
2008/977/JHA regarding 2008/977/3HA regarding processing and data security
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confidentiality of processing confidentiality of shall also apply to all processing
and data security shall also processing and data security of personal data pursuant to this
apply to all processing of shall also apply to all Directive.
personal data pursuant to this processing of personal data
Directive. pursuant to this Directive
2a. Where provisions adopted
under national law in
implementation of Directive
95/46/EC provide the
passenger with greater rights
related to the processing of
their data than with this
Directive, those provisions
shall apply.
3. Any processing of PNR 3. Any processing of , 3. Member States shall
data revealing a person’s race PNR data revealing a person’s prohibit the processing of PNR
L o race racial or ethnic origin, - )
or ethnic origin, religious or - - L data from revealing a person’s
philosophical belief, political po!ltlcal OpINIOns, rellglt_)qs or race or ethnic origin, political
opinion, trade union' ph!lqsophlcal bel_lef, potitical opinions, religion or’
member,ship health or sexual epmrepr,trgde union philosop,hical beliefs, sexual
life shall be brohibited In the membership, health or sexual orientation or gendér identity
Y life shall be prohibited. In the . . '
event_that PNR data revea}llng event that PNR data revealing traqlq-gnlon membership or
Unit they shall be deleted by f[he Passenger Information sexual life. In the event that
immediately. .Umt th?y shall .bﬁ delgteld PNR data revealing such
hmediately without delay. information are received by the
Passenger Information Unit they
shall be deleted immediately.
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3a. Member States shall
ensure that the Passenger
Information Unit maintains
documentation of all
processing systems and
procedures under their
responsibility. That
documentation shall contain
at least:

(a) the name and contact
details of the organisation and
personnel in the Passenger
Information Unit entrusted
with the processing of the
PNR data, the different levels
of access authorisation and
the personnel concerned,;

(b) the requests by competent
authorities and Passenger
Information Units of other
Member States and the
recipients of the processed
PNR data;

(c) all requests and transfers
of data to a third country, the
identification of that third
country and the legal grounds
on which the data are
transferred;
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(d) the time limits for
retention and erasure of
different categories of data.

The Passenger Information
Unit shall make all
documentation available, on
request, to the national
supervisory authority.
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3b. Member States shall
ensure that the Passenger
Information Unit keeps
records of at least the
following processing
operations: collection,
alteration, consultation,
disclosure, combination or
erasure. The records of
consultation and disclosure
shall show, in particular, the
purpose, date and time of such
operations and, as far as
possible, the identification of
the person who consulted or
disclosed the PNR data, and
the identity and recipients of
that data. The records shall be
used solely for the purposes of
verification, self-monitoring
and for ensuring data
integrity and data security or
for purposes of auditing. The
Passenger Information Unit
shall make the records
available, on request, to the
national supervisory
authority.
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The persons who operate
security controls, access and
analyse the PNR data, and
operate the data logs, shall be
security cleared and security
trained. They shall have a
profile which establishes and
limits the records which they
are authorised to access in
accordance with the nature of
their work, role, and legal
entitlement.

The records shall be kept for a
period of four years. However,
where in accordance with
Article 9(3), the underlying
data have not been deleted at
the end of that four-year
period, the records shall be
kept until the underlying data
are deleted.
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3c. Member States shall
ensure that their Passenger
Information Unit implements
appropriate technical and
organisational measures and
procedures to ensure a high
level of security appropriate to
the risks represented by the
processing and the nature of
the PNR data to be protected.
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3d. Member States shall
ensure that where a personal
data breach is likely to affect
the protection of the personal
data or the privacy of the data
subject adversely, the
Passenger Information Unit
shall communicate that
breach to the data subject and
to the national data protection
supervisor without undue
delay.
. 4.  All processing, including | 4——AHprocessing-of PNR
iy o | st of R Gty romlr | dt byl sl o
transfers of PNR d:elta by carriers, all transfers of PNR ef—FlNR—da{a-by—PassengeF' :
Passenger Information Units datg by Passenger Information Infarmation-Uniis-and ai
and all requests by competent Units and all requests by Fequests—by—eempetem
authorities or Passenger competent authorltlfas or au%henﬂe&eppassengex
Information Units of other Passenger Information Unlt_s of Jrn#eFmaHen—um%sre#ether_
Member States and third other Member S_tates and third I.Iemb_el States E.“'d third
countries, even if refused, countries, even if refused, shall | eeuntries;evenifrefused;shal
shall be logged or documented be logged ordocumentt_ad by _ be—leggedrepdeeummted—by%he
by the Passenger Information the Passenger Informatlor) Unit assenRgel ||||g||||aug_||_g| i-and
Unit and the competent and the competent authorities th&eempetem—au%henﬂes—fer—the- thor
authorities for the purposes of for the: PUrPOSes pl o pﬁesl es-of "ﬁe' |I|e|at|e| oHine
verification of the lawfulness of verification of the lawfulness ) .
of the data processing, self- of thg dgta processing, self- Processing; sel FRORItOHAGA a
monitoring and ensuring monitoring and ensuring proper ensuﬂﬂgﬁmpepdataﬁtnfeegmy
proper data integrity and data integrity ano_l security of and—seehmw—ef—%ta—pmeesyng—
. S data processing, in n-particular by the national data
security of data processing, in . . ) .
particular by the national data particular by the national protection-supervisory
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protection supervisory data protection supervisory authorities—TFhese-logsshat-be
authorities. These logs shall be | authorities. These logs shall be | keptfora-period-offiveyears
kept for a period of five years | kept for a period of five years wilessthe-tnderbrng-data-have
unless the underlying data unless the underlying data have | netyetbeen-deleted-in

have not yet been deleted in not yet been deleted in accordance-with-Article 9(3)-at
accordance with Article 9(3) at | accordance with Article 9(34) at | the-expiry-ofthose fiveyears—in
the expiry of those five years, | the expiry of those five years, in | which-case-thelogs-shat-be-kept
in which case the logs shall be | which case the logs shall be untibthe-underlying-data-are
kept until the underlying data | kept until the underlying data delated:

are deleted. are deleted.

5 Member States shall 5. Memb_er Stat_es shaII_ 5. M(_amber_ States shall ensure
ensure that air carriers. their ensure that air carriers, their that air carriers and non-carrier
agents or other ticket s’ellers agents or other ticket sellers for | economic operat(_)rs mform
for the carriage of passengers the carriage of _ o passengers (_)f mternat_lonal
on air service inform passengers on air service inform ﬂ!ghts at the time of bo_okmg a
passengers of international passengers of_eremaHenac_l flight and at_ the _tlme of
flights at the time of booking a fl!ghts at the time of bookinga | purchase _of a ticket in a clear
flight and at the time of flight apd and precise manner about the
purchase of a ticket in a clear z_it the_tlme of purchase qfa provision of PNR_data t_o the
and precise manner about the ticket in a clear and precise Passenger Infor_matlon U_nlt, the
provision of PNR data to the manner aboqt the provision-of purposes of their processing, th.e
Passenger Information Unit PNR transmission Qata to t_he perlqd of data retention, their
the purposes of their ’ Passenger Infor_matlon U_nlt, the possm_le use to prevent, dete_ct,
orocessing, the period of data purposes of their processing, the | investigate or prosecute terrorist
retention t’heirpossible use to perlo_d of data retention, their offences_ and _ serious
prevent aetect investigate or possm_le use to prevent, detect_, tran_sn_a_tlonal crime, the
prosecu,te terro’rist offences investigate or prosecute terrorist pOSS.IbI|I'[y of exchangmg and
and serious crime. the offer)c_es_ and serious crime, the sharlng_ such_ data and their data
possibility of excr’langing and poss_lblllty of exchanglng_and protection rights, such as _the
sharing such data and their sharmg_ such data gnd thglrdata right to access, _correction,
data protection rights, in prote_ctlon rights, in particular erasure and_ blocking of data,
particular the right to’complain the right to complain to a the and in particular the right to
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to a national data protection competent national data lodge a complaint to a national

supervisory authority of their protection supervisory authority | supervisory authority of their

choice. The same information | eftheircheice. The same choice.

shall be made available by the | information shall be made

Member States to the public. available by the Member States

to the public.

5a. Member States shall also
ensure that their Passenger
Information Unit provides the
data subject with the
information with regard to the
rights referred to in
paragraph 5 and how to
exercise those rights.

6. Any transfer of PNR 6——Any transier of I.I iR EIE.EFa 6— Ay transier of .HI ; Gata

data by Passenger Information by Passengel |||Ie||na_t|_e| Saits | by Passengerinfor ation Ak

Units and competent andreempeten%au%henﬂes% an@eempete%&u&henﬂes%e

authorities to private parties in private parties in Member States hird countri private parties in-Member States hird countries shall

Member States or in third L o

countries shall be prohibited. -shall-be-prohibited. prohibited:

7. Without prejudice to 7. Without prejudice to . P .

Article 10, Member States Article 10, Member States shall Ibvnt:r?]g;fg:g'scseht; ég:)cpl)f

fgzlr!:l?rz%\zuflltﬁlble Measures adopt suitable-measures lo he full imol . suitable measures to ensure the

implementation of the of the provisions of this full i_mplementa'tion'of a_II the

provisions of this Directive Directive-and shall in particular EPZZ:III?:]O;: rf[)liarl]:r E;%C;:,\v/ﬁ and

and shall in particular lay lay down effective, effective, proportionate and

down effective, proportionate | proportionate and dissuasive dissuasi\;e penalties to be

and dissuasive penalties to be | penalties to be imposed in case imposed in case of

imposed in case of of infringements of the infringements of the provisions

infringements of the provisions adopted pursuant to :

.9 A adopted pursuant to this
provisions adopted pursuant to | this Directive.
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this Directive. Directive. National
supervisory authorities shall
take disciplinary action
against persons responsible
for any intentional breach of
privacy, as appropriate, to
include denial of system
access, formal reprimands,
suspension, demotion, or
removal from duty.
7a. Any transfer of PNR data
by competent authorities or
Passenger Information Units
to private parties in Member
States or in third countries
shall be prohibited. Any
wrongful conduct shall be
penalised.
Article 12
National supervisory National supervisory National supervisory
authority authority authority
Each Member State shall Each Member State shall
provide that the national provide that the national Ef(;:\?i ggihmalzi[\esf::igzzr
supervisory authority supervisory authority or supervisory authority
established in implementation | authorities established-r to tablished in implementation of
of Article 25 of Framework implementation-of Article 25 of i: . P
- g rticle 25 of Framework
Decision 2008/977/JHA shall | Framework Decision Decision 2008/977/JHA is
also_ pe responsible fqr _ 2008/97_7/JHA shal] glso be responsible for advising on and
advising on and monitoring responsible for advising on and monitoring the application
the application within its monitoring the application
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territory of the provisions
adopted by the Member States
pursuant to the present
Directive. The further
provisions of Article 25
Framework Decision
2008/977/JHA shall be
applicable.

within its territory of the
provisions adopted by the
Member States pursuant to the
present Directive. The further
provisions of Article 25
Framework Decision
2008/977/JHA shall be
applicable.

within its territory of the
provisions adopted by the
Member States pursuant to this
Directive. The further
provisions of Article 25
Framework Decision
2008/977/JHA shall be
applicable.

Article 12a

Duties and powers of the
national supervisory authority

1. The national supervisory
authority of each Member
State shall be responsible for
monitoring the application of
the provisions adopted
pursuant to this Directive and
for contributing to its
consistent application
throughout the Union, in
order to protect fundamental
rights in relation to the
processing of personal data.
Each national supervisory
authority shall:

(a) hear complaints lodged by
any data subject, investigate
the matter and inform the
data subjects of the progress
and the outcome of their
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complaints within a
reasonable time period, in
particular where further
investigation or coordination
with another national
supervisory authority is
necessary, such complaints
having been brought by any
individual, regardless of
nationality, country of origin,
or place of residence;

(b) exercise effective powers of
oversight, investigation,
intervention and review, and
have the power to refer
infringements of law related
to this Directive for
prosecution or disciplinary
action, where appropriate;

(c) check the lawfulness of the
data processing, conduct
investigations, inspection and
audits in accordance with
national law, either on its own
initiative or on the basis of a
complaint, and inform the
data subject concerned, if the
data subject has addressed a
complaint, of the outcome of
the investigations within a
reasonable time period;
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(d) monitor relevant
developments, insofar as they
have an impact on the
protection of person data, in
particular the development of
information and
communication technologies.

Member States shall provide a
redress process for individuals
who believe they have been
delayed or prohibited from
boarding a commercial
aircraft because they were
wrongly identified as a threat.

2. Each national supervisory
authority shall, upon request,
advise any data subject in
exercising the rights laid
down in provisions adopted
pursuant to this Directive and,
where appropriate, cooperate
with national supervisory
authorities of other Member
States to that end.

3. For complaints referred to
in point (a) of paragraph 1 the
national supervisory authority
shall provide a complaint
submission form, which can
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be completed electronically,
without excluding other
means of communication.
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4. Member States shall ensure
that the performance of the
duties of their national
supervisory authority is free
of charge for the data subject.
However, where requests are
manifestly excessive, in
particular due to their
repetitive character, the
national supervisory authority
may charge a reasonable fee.

5. Each Member State shall
ensure that their national
supervisory authority is
provided with the adequate
human, technical and
financial resources, premises
and infrastructure necessary
for the effective performance
of its duties and powers.

6. Each Member States shall
ensure that their national
supervisory authority has its
own staff which are appointed
by, and subject to, the
direction of the Head of the
national supervisory
authority.
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7. In the performance of their
duties, members of the
national supervisory authority
shall neither seek nor take
instruction from anybody,
and shall maintain complete
independence and
impartiality.
CHAPTER IV
IMPLEMENTING MEASURES
Article 13
Common protocols and Common protocols and Common protocols and
supported data formats supported data formats supported data formats
Gataby it carfers tothe | by ar carters to th Passenger | & Al rensfes of PNR data, by
Passer? er Information Units Ir){formation ) air carviers and by non-carrier
for theg urposes of this Units for the purposes of economic operators, to the
Directi\rl)e srﬁlall be made b this Directivepshapll be made b Passenger Information Units for
electronic means or, in thg electronic means or, in Y| the purposes of this Directive
' . | ’ r, | shall be made by electronic
event of technical failure, by the event of technical . .
. . . means which provides
any other appropriate means, failure, by any other appropriate - .
. . sufficient guarantees in
for a period of one year means, for a period of one year .
following the adoption of the | following the adoption of respect of the technical
9 P 9 P security measures and
common protocols and the common protocols and S
. . organisational measures
supported data formats in supported data formats in
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accordance with Article 14. accordance with Article 14. governing the processing to be
carried out. In the event of
technical failure, the PNR data
shall be transferred by any
other appropriate means whilst
maintaining the same level of
security and in full
compliance with Union data
protection law.
2. Once the period ofone | 2. Once the period of one .
year from the date of adoption | year from the date of adoption, ]?r O%nfﬁ etEZtge;O:dg:)ggﬁ g??{l e
of the common protocols and | for the first time, of the common protocols and
supported data formats has common protocols and supported data formats has
elapsed, all transfers of PNR supported data formats by the elapsed, all transfers of PNR
data by air carriers to the Commission in accordance with | .- by air carriers and by non-
Passenger Information Units paragraph 3, has elapsed, a_II carrier economic operators to
fo_r the_ purposes of this tran_sfers of PNR data by air the Passenger Information Units
Directive shall be made carriers to the Passenger f .
. . ) . or the purposes of this
electronically using secure Information Units for the Directive shall be made
methods in the form of purposes of this Directive shall electronically using secure
accepted common protocols be made electronically using methods in the form of accepted
which shall be common to all | secure methods in the form of common protocols which shall
transfers to ensure the security | those accepted common be common to all transfers to
of the data during transfer, and | protocols which shall be ensure the security of the data
ina suppo_rted data_fprmat to common to all tlfansfers to during transfer, and in a
ensure t_helr readablllt)_/ by all ensure the security o_f the data supported data format to ensure
parties involved. All air during transfer, and in a their readability by all .
. . y by all parties
carriers shall be required to supported data format to ensure involved. All air carriers shall
select and identify to the their readability by all parties be requiréd to select and
Passenger Information Unit involved. All air carriers shall identify to the Passenger
the common protocol and data | be required to select and Information Unit the common
format that they intend to use | identify to the Passenger protocol and data format that
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for their transfers. Information Unit the common they intend to use for their
protocol and data format that transfers.
they intend to use for their
transfers.
oot | omoniooun | 3-The Commisionhal b
P P empowered to adopt delegated
supported data formats shall supported data formats shall be acts in accordance with
be drawn up and, if need be, drawn up taking due account of . .
. o . - Article 14 concerning the
adjusted, by the Commission ICAQ regulations and, if need dooti d. if
in accordance with the be, adjusted, by the adoption and, It necessary,
; A adjustment of a list of accepted
procedure referred to in Commission by means of
) ) . . common protocols and
Acrticle 14(2). implementing acts in
- supported data formats.
accordance with the procedure
referred to in Article 14(2).
4.  Aslongastheaccepted | 4.  Aslong as the accepted 4. As long as the accepted
common protocols and common protocols and
common protocols and
supported data formats supported data formats referred
. : supported data formats referred
referred to in paragraphs 2 and | to in paragraphs 2 and 3 are not :
. i to in paragraphs 2 and 3 are not
3 are not available, paragraph | available, paragraph 1 shall .
1 shall remain applicable remain applicable available, paragraph 1 shall
PP ' PP ' remain applicable.
5. Each Member State 5. Each Member State shall | 5. Each Member State shall
shall ensure that the necessary | ensure that the necessary ensure that the necessary
technical measures are technical technical measures are adopted
adopted to be able to use the measures are adopted to be able | to be able to use the common
common protocols and data to use the common protocols protocols and data formats
formats within one year from | and data formats within one within one year from the date
the date the common protocols | year from-the the common protocols and
and supported data formats are | date-the-commeon-protocolsand | supported data formats are
adopted. supported-data-formats-are adopted.
adopted-referred to in
paragraph 2.
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Article 14
Committee procedure Committee procedure Delegated Acts
1. The Commission shall 1. The Commission shall be
be assisted by a committee assisted by a committee-{“the 1. The power t(.) adopt
(‘the Committee”). That Committee). That Committee | delegated acts is conferred on
Committee shall be a shall be a committee within the | the Commission subject to the
committee within the meaning | meaning of Regulation{—(EU) | conditions laid down in this
of Regulation [.../2011/EU] No. 82/2011/EU}ef16 Avrticle.
of 16 February 2011. February-20110f the European
Parliament and of the Council
of 16 February 2011 laying
down the rules and general
principles concerning
mechanisms for control by
Member States of the
Commission’s exercise of
implementing powers. The
Commission shall not adopt the
draft implementing act when no
opinion is delivered by the
Committee and the third
subparagraph of Article 5(4) of
Regulation (EU) No 182/2011
shall apply.
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2. Where reference is
made to this paragraph,
Acrticle 4 of Regulation
[.../2011/EU] of 16 February
2011 shall apply.

2. Where reference is made
to this paragraph, Article 45 of

Regulation —/261HEU}ef16
FebruaryNo. 182/2011 shall

apply.

2. The power to adopt
delegated acts referred to in
Article 13(3) shall be
conferred on the Commission
for a period of [X] years from
...* [the date of entry into
force of this Directive]. The
Commission shall draw up a
report in respect of the
delegation of power not later
than nine months before the
end of the [X] year period.
The delegation of power shall
be tacitly extended for periods
of an identical duration,
unless the European
Parliament or the Council
opposes such extension not
later than three months before
the end of each period.

2a. The delegation of power
referred to in Article 13(3)
may be revoked at any time
by the European Parliament
or by the Council. A decision
to revoke shall put an end to
the delegation of the power
specified in that decision. It
shall take effect the day
following the publication of
the decision in the Official
Journal of the European
Union or at a later date
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specified therein. It shall not
affect the validity of any
delegated acts already in
force.

2b. As soon as it adopts a
delegated act, the Commission
shall notify it simultaneously
to the European Parliament
and to the Council.

2c. A delegated act adopted
pursuant to Article 13(3) shall
enter into force only if no
objection has been expressed
either by the European
Parliament or by the Council
within a period of two months
of notification of that act to
the European Parliament and
the Council or if, before the
expiry of that period, the
European Parliament and the
Council have both informed
the Commission that they will
not object. That period shall
be extended by two months at
the initiative of the European
Parliament or of the Council.

11105/2/15 REV 2

DGD 1C

GS/ACA/sI 102

LIMITE EN




Commission proposal
(doc. 6007/11)

Council GA
(doc. 8916/12)

Orientation vote LIBE
(.../2015)

Observations
Presidency

Compromise
proposal

3. The delegation of power
referred to in Article 14 may
be revoked at any time by the
European Parliament or by
the Council. A decision to
revoke shall put an end to the
delegation of the power
specified in that decision. It
shall take effect the day
following the publication of
the decision in the Official
Journal of the European
Union or at a later date
specified therein. It shall not
affect the validity of any
delegated acts already in
force.

4. As soon as it adopts a
delegated act, the Commission
shall notify it simultaneously
to the European Parliament
and to the Council.

5. A delegated act adopted
pursuant to Article 14 shall
enter into force only if no
objection has been expressed
either by the European
Parliament or the Council
within a period of [two
months] of notification of that
act to the European
Parliament and the Council or
if, before the expiry of that
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period, the European
Parliament and the Council
have both informed the
Commission that they will not
object. That period shall be
extended by [two months] at
the initiative of the European
Parliament or of the Council.
CHAPTER V
FINAL PROVISIONS
Article 15
Transposition Transposition Transposition
1.  Member States shall 1. Member States shall bring | 1. Member States shall
bring into force the laws, into force the laws, regulations bring into force the laws,
regulations and administrative | and administrative provisions regulations and
provisions necessary to necessary to comply with administrative provisions
comply with this Directive at | this Directive at the latest twe necessary to comply with
the latest two years after the years36 months after the entry this Directive at the latest two
entry into force of this into force of this Directive. years after the entry into force
Directive. They shall They shall forthwith of this Directive. They shall
forthwith communicate to the | communicate to the forthwith communicate to the
Commission the text of those | Commission the text of those Commission the text of those
provisions and a correlation provisions-and-a-correlation provisions and a correlation
table between those provisions | table-between-those-provisions | table between those provisions
and this Directive. and-this and this
When Member States adopt Directive. Directive.
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those provisions, they sh_all When Memk_)er States adopt When Member States adopt
contain a reference to this those provisions, they shall th . thev shall
Directive or be accompanied contain a reference to this 0S€ provisions, they sha
L contain a reference to this
by such a reference on the Directive or be
occasion of their official accompanied by such a Directive or be
publication. Member States reference on the occasion of accompanied by such a
shall determine how such their official publication. reference on the occasion of
reference is to be made. Member States shall determine | their official publication.
how such reference is to be Member States shall determine
made. how such reference is to be
made.
2. Me_mber States shall 2. Mgmber States shall 2 Member States shall
communicate to the communicate to the :
Commission the text of the Commission the text of the commu_nlc.:ate fo the .
main provisions of national main provisions of national law Commission the text of the main
law which they adopt in the which they adopt in the field prr?.\/ﬁ'%ns ofdnatlc_)nalhla}/y Id
field covered by this covered by this Directive which they a _opt _mt © e
S ' covered by this Directive.
Directive.
Article 16
Transitional provisions Fransitional-provisions Fransitional provisions
Upon the date referred to in YUponthe datereferred-toin Yponthe datereferred-to-in
Avrticle 15(1), i.e. two years Article-15(1)e-two-years Article-15(1)+e-two-yearsafter
after the entry into force of afterthe-entry-into-force-oi-this | the-entry-intoforce-of-this
this Directive, Member States | Directive,MemberStatesshall Directive Member Statesshall
shall ensure that the PNR data | ensure-thatthe PNR-data-ef-at ensure-that the PNR-data-of at
of at least 30% of all flights least-30%-of-all-flightsreferred  least-30%-of-all-Hlights-referred
referred to in Article 6(1) are | to-in-Article6(1)arecollected: | toin-Article6(1)-arecollected:
collected. Until two years after | Unti-two-yearsafterthedate UntiHwo-years-after the-date
the date referred to in Article | referred-to-in-Article-15; referred-to-in-Article15;
15, Member States shall Member-Statesshallersure that  Member-Statesshallensure that
ensure that the PNR data from | the PNR- datafrom-atleast 60% | the PNR datafrom-atleast 60-%
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at least 60 % of all flights ofall-flightsreferred-to-in ofal-flightsreferred-to-in
referred to in Article 6(1) are | Article6{1)-are-colected: Article 8(1)-are-collected:
collected. Member States shall | MemberStates-shallensurethat | MemberStates-shal-ensure-that
ensure that from four years from-four-yearsafter the-date fromfouryearsafter the date
after the date referred to in referred-to-in-Article-15,the referred-to-in-Article-15-the
Acrticle 15, the PNR data from | PNR-datafrom-al-flights PNR-data-from-al-flights
all flights referred to in Article | referred-to-in-Article-6(1)-are referred-to-in-Article-6(1)-are
6(1) are collected. colected: collected:
Article 17
Review Review Review
1. The Council shall, at the
appropriate level, discuss
regularly the practical
experiences and relevant issues
within the scope and subject
matter of the Directive.
On the basis of information 2. On the basis of these On the basis of information
provided by the Member discussions as well as other provided by the Member States,
States, the Commission shall: | information provided by the the Commission shall, by
Member States, including the ...*[four years after the date
(@) review the feasibility statistical information referred of transposition referred to in
and necessity of including to in Article 18 (2), the Article 15(1)], conduct a
internal flights in the scope of | Commission shall undertake a review of the operation of this
this Directive, in the light of review of the operation of this Directive and submit a report to
the experience gained by those | Directive and: the European Parliament and to
Member States that collect @) iowthe feasibilit | the Council. That review shall
PNR data with regard to it of includina int | cover all the elements of this
internal flights. The flights int F thi Directive.
Commission shall submit a Directive_in-the tiaht of.t
report to the European Lo Uy g In conducting its review, the
Parliament and the Council Commission shall pay special
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within two years after the date | Member-States-thatcolectPNR | attention to compliance with
mentioned in Article 15(1); data-with-regard-to-internal the standards of protection of
Hlights—The-Commission-shall personal data, the necessity
(b)  undertake a review of submit-areport-to-the Eurepean | and proportionality of the
the operation of this Directive | Parliamentand-the Council collection and processing of
and submit a report to the within two years after the date PNR data for each of the
European Parliament and the mentioned in Article 15(1); stated purposes, the length of
Council within four years after (b) lortal . 4 the data retention period and the
the date mentioned in Article . £ this Directi | quality of the assessments and
15(1). Such review shall cover . the effectiveness of the sharing
all the elements of this subr_nlt areport to the Eur(_)pean of data between the Member
o . . Parliament and the Council on .
Directive, with special - ; States, and the quality of the
. . the feasibility and necessity of . - .
attention to the compliance ; ; : assessment including with
. : including all or selected intra- .
with standard of protection of . " . regard to the statistical
EU flights in the scope of this . g
personal data, the length of the - . information gathered
. . Directive on a mandatory basis, .
data retention period and the taking int tth pursuant to Article 18. It shall
uality of the assessments. It axing IO 4ccoum e also contain the statistical
ghall also contain the ' experience gained by Member information gathered pursuant
statistical information States, especially those Member 0 Article 189 P
atrlwerle q Iursuant tlo Article States that in accordance with ! ’
E1118 P Article 1a collect PNR with After consulting the relevant
' regard to intra-EU flights, . tng
Union agencies, the
Commission shall, by ...* [two
. years after the date of
(b)  within four years after the | transposition of this Directive
date men-tloned in Article 15(1)- | referred to in Article 15(1)],
Suchreview-shall-coveralthe | submit an initial evaluation
submit a report to the European | report to the European
Parliament and the Council on Parliament and to the
all other elements of this Council.
Directive and on the feasibility
and necessity of including
transportation providers other
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than air carriers in the scope of
this Directive, taking into
account the experience gained
by Member States, especially
those Member States that
collect PNR from other
transportation providerswith

special-attentionto-the

3. If appropriate, in light of
the review referred to in
paragraph 2, the Commission
shall make a legislative
proposal to the European
Parliament and the Council with

a view to amending this
Directive.
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Article 18
Statistical data Statistical data Statistical data
b s | oo st L e | 1. Memr S sl prere
P P . D = ON a yearly set of statistical information on
information on PNR data Commission with a set of PNR data provided to the
provided to the Passenger statistical information on PNR Passen erFI)nformation Units
Information Units. Such data provided to the Passenger Such sgeltistics shall as a '
statistics shall as a minimum Information Units. Sueh These minimum cover the number of
cover the number of statistics shall not contain any identifications of any persons
xﬁgtglgatkl)c;r}z%&rgé ;i)ﬁrsons personal data. who may be involved in a
terrorist{)ffence or serious terrorist offence or
crime according to Article transnational serious crime
4(2) and the nugr]nber of according to Article 4(2) and the
subsequent law enforcement number of subsequent law
action(l that were taken enforcement actions that were
: . taken involving the use of PNR
involving the use of PNR data data ber air carrier and
per air carrier and destination. destiﬁation including the
number of investigation and
convictions that have resulted
from the collection of PNR
data in each Member State.
2. These statistics shall not | 2. The statistics shall as a | 2. These statistics shall not
contain any personal data. minimum cover the contain any personal data. They
They shall be transmitted to a) total number of shall be transmitted to the
the Commission on a yearly dentifications-ofany European Parliament, the
basis. persens-who-may-he Council and the Commission
involved-inaterrorist every two years.
. i
ote 1ee-of seneu_slelm;e;
passengers whose PNR
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data were collected and
exchanged:;

(b) number of passengers
identified for further
scrutiny:;

(c) and-the-number of
subsequent law
enforcement actions that
were taken involving the
use of PNR data-per-air

23.  TFhesestatistics-shall-not
contain-any-personal-data—They
shall-be-transmitted-to-the
Commissien-e0n a yearly basis,
the Commission shall provide
the Council with cumulative
statistics referred to in Article

18(1).
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Article 19
Relationship to other Relationship to other Relationship to other
instruments instruments instruments
1.  Member States may 1. Member States may 1. Member States may continue
continue to apply bilateral or continue to apply bilateral to apply bilateral or multilateral
multilateral agreements or or multilateral agreements or agreements or arrangements
arrangements between arrangements between between themselves on
themselves on exchange of themselves on exchange of exchange of information
information between information between competent | between competent authorities,
competent authorities, in force | authorities, in force when this in force when this Directive is
when this Directive is Directive is adopted, in so far as | adopted, in so far as such
adopted, in so far as such such agreements or agreements or arrangements are
agreements or arrangements arrangements are compatible compatible with this Directive.
are compatible with this with this Directive.
Directive.
la.This Directive applies
without prejudice to the
Council Framework decision
2008 /977/JHA.
oy | it e | 210 Diecti s wihu
o . ) prejudice to any obligations and
obligations and commitments | commitments of Member States . f the Union b
of the Union by virtue of or of the Union by virtue of C(_)mmlt;nk()e_rllts 0 | and/ y
bilateral and/or multilateral bilateral and/or multilateral virtue of bilateral and/or
agreements with third agreements with third countries myltllateral .agreements with
. " | third countries.
countries.
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Article 20

Entry into force Entry into force Entry into force

This Directive shall enter into | This Directive shall enter into This Directive shall enter into

force the twentieth day force the twentieth day force the twentieth da

following that of its following that of its publication following that of its ?J/blication

publication in the Official in the Official Journal of the in the Of?icial Journgl of the

Journal of the European European Union. Euronean Union

Union. P '

This Directive is addressed to NG

This Directive is addressed to | the Member States in ;Ir'::?\Aliélr:]egélrv;t;easdi(:]ressed 0

the Member States in accordance with the Treaties. accordance with the Treaties

accordance with the Treaties. '
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Annex Annex | Annex
Passenger Name Record Passenger Name Record data | Passenger Name Record data
data as far as collected by as far as collected by air as far as collected by air
air carriers carriers carriers
(1) PNR record locator (1) PNR record locator (1) PNR record locator
(2) Date of reservation/issue | (2) Date of reservation/issue of | (2) Date of reservation/issue of
of ticket ticket ticket
(3) Date(s) of intended travel
(4) Name(s) (3) Date(s) of intended travel (3) Date(s) of intended travel
(5) Address and contact (4) Name(s)
information (telephone (5) Address and contact (4) Name(s)
number, e-mail address) information (telephone (5) Address and contact
(6) All forms of payment number, e-mail address) information (telephone number,
information, including e-mail address)
billing address (6) All forms of payment
(7) Complete travel itinerary information, including (6) All forms of payment
for specific PNR billing address information, including billing
(8) Frequent flyer (7) Complete travel itinerary address
information for specific PNR (7) Complete travel itinerary for
(9) Travel agency/travel specific PNR
agent (8) Frequent flyer information
(10) Travel status of (9) Travel agency/travel agent | (8) Frequent flyer information
passenger, including (10) Travel status of passenger,
confirmations, check-in including confirmations, (9) Travel agency/travel agent
status, no show or go check-in status, no show or
show information go show information (10) Travel status of passenger,
(12) Split/divided PNR (11) Split/divided PNR including confirmations, check-
information information in status, no show or go show
(12) General remarks (12) General remarks (including | information
(including all available all available information on | (11) Split/divided PNR
information on unaccompanied minors information
unaccompanied minors under 18 years, such as (12) General remarks (including
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under 18 years, such as name and gender of the all available information on
name and gender of the minor, age, language(s) unaccompanied minors under 18
minor, age, language(s) spoken, name and contact | years, such as name and gender
spoken, name and contact details of guardian on of the minor, age, language(s)
details of guardian on departure and relationship | spoken, name and contact
departure and relationship to the minor, name and details of guardian on departure
to the minor, name and contact details of guardian | and relationship to the minor,
contact details of on arrival and relationship | name and contact details of
guardian on arrival and to the minor, departure and | guardian on arrival and
relationship to the minor, arrival agent) relationship to the minor,
departure and arrival departure and arrival agent)-A
agent) (13) Ticketing field nomber-of-amendmentsrelating
(13) Ticketing field information, including to-the-generalremarks-box:
information, including ticket number, date of
ticket number, date of ticket issuance and one- (13) Ticketing field information,
ticket issuance and one- way tickets, Automated including ticket number, date of
way tickets, Automated Ticket Fare Quote fields ticket issuance and enewayone-
Ticket Fare Quote fields way tickets, Automated Ticket
(14) Seat number and other (14) Seat number and other seat | Fare Quote fields
seat information information
(15) Code share information (15) Code share information (14) Seat number and other seat
(16) All baggage information (16) All baggage information information
(17) Number and other names {45)-Code share information
of travellers on PNR (17) Number and other names (16) All baggage information
(18) Any Advance Passenger of travellers on PNR
Information (API) data (17) Number and other names
collected (18) Any Advance Passenger of travellers on PNR
(19) All historical changes to Information (API) data
the PNR listed in collected (inter alia (18)Any Advance Passenger
numbers 1 to 18 document type, document Information (API) data
number, nationality, collected
country of issuance, date of
document expiration,
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family name, given name,
gender, date of birth,
airline, flight number,
departure date, arrival date,
departure port, arrival port,
departure time, arrival
time)

(19) All historical changes to
the PNR listed in numbers
1to 18

(19) All historical changes to
the PNR listed in numbers 1 to
18

Annex Il

1. participation in a criminal

organisation,

2. trafficking in human
beings,

3. sexual exploitation of
children and child
pornography,

4. illicit trafficking in narcotic
drugs and psychotropic
substances

5. illicit trafficking in
weapons, munitions and
explosives,

6. fraud,

7. _laundering of the proceeds
of crime

8. computer-related crime,

9. environmental crime,
including illicit trafficking
in endangered animal
species and in endangered

11105/2/15 REV 2

DGD 1C

GS/ACA/sI

LIMITE

115

EN




Commission proposal
(doc. 6007/11)

Council GA
(doc. 8916/12)

Orientation vote LIBE
(.../2015)

Observations
Presidency

Compromise
proposal

10.

plant species and varieties,
facilitation of unauthorised

11.

entry and residence,
illicit trade in human

12.

organs and tissue,
kidnapping, illegal restraint

13.

and hostage-taking,
organised and armed

14.

robbery,
illicit trafficking in cultural

15.

goods, including antiques
and works of art,
forgery of administrative

16.

documents and trafficking
therein
illicit trafficking in

17.

hormonal substances and
other growth promoters,
illicit trafficking in nuclear

18.

or radioactive materials,
unlawful seizure of

19.

aircraft/ships,
sabotage, and

20.

trafficking in stolen

vehicles
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